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FROM THE DIRECTOR

On June 21, 2019, President Trump 

appointed me to serve as Director of our 

Office of Financial Research (OFR or Office). I 

am honored to have earned his confidence. 

I am also honored to work with dedicated professionals 
in our Office to reliably execute on an important mission 
— that is, furthering financial resilience as a member of 
the Financial Stability Oversight Council (FSOC) and as 
a reliable source of research, analysis, and data  for the 
FSOC and its members.

While my directorship can be counted only in months, the OFR’s mission 
is very familiar. Throughout my career in business, education, and public 
service, I have enjoyed developing and sharing firmly grounded perspec-
tives on financial and economic matters, with a close eye on the fundamental 
role that financial resilience plays in growing economic opportunities for all 
Americans. With that important motivation and dedicated expert support 
from staff members throughout our Office, I am honored to submit the 
OFR’s 2019 Annual Report to Congress.

Financial Stability and Economic Opportunity 

When it comes to creating economic opportunity, the United States contin-
ues to stand as the world’s leader. A resilient financial sector is vital to main-
taining that lead and, more importantly, reliably increasing the welfare of 
American households and businesses. The last three decades have been 
punctuated by severe financial crises, however, and remind us that we can do 
even better.1

While the global financial crisis is sometimes characterized as a perfect 
storm, it did not have to happen.2 Credible warnings were plentiful.

As early as 2004, some monetary policymakers warned that “too big to fail” 
was reaching critical levels and emphasized the importance of addressing 
increasing risks during the tranquil period before a crisis.3
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The following year, the President’s Council of Economic Advisers started 
drafting the Economic Report of the President for 2006. A chapter from that 
report focused on how financial services can expand economic opportunities 
for households and businesses alike. It also cautioned, however, that these 
critical services could threaten financial stability, and highlighted how risks 
can spread throughout the banking sector.4

Despite their accessibility and timeliness, none of these warnings could 
mitigate— let alone stop — the crisis that was to come. Reflecting on this 
history, Raghuram Rajan, a prominent economist and former central banker, 
eschewed calls for more regulation of an already heavily regulated sector. 
Instead, he highlighted opportunities for data analysis and monitors to 
increase transparency for inter-institution exposures and concentrations of 
risk in the system.5

OFR: A Simple but Consequential Mission

Directly or indirectly, Rajan had called for the type of data and research 
services that our Office delivers today. The Dodd-Frank Wall Street Reform 
and Consumer Protection Act of 2010 (Dodd-Frank Act) created the OFR 
to, in considerable part, increase the likelihood that future warnings will be 
more easily heard when grounded in economic fundamentals and informed 
by high-quality data and research.6 One of the OFR's primary charges as set 
forth in the Dodd-Frank Act is to support the FSOC and its members with 
data and research that work toward that important end.7

Risks to financial stability have become reality too many times in our history. 
And the economic consequences of realizing those risks can hit hardest 
households seeking financial services to bridge a bit of bad luck, move to a 
safer neighborhood, or access better schools for their families. 

Americans have long enjoyed the greatest of economic opportunities. Even 
more are available through increased financial stability. Our Office is taking 
concrete steps to strengthen that foundation by tailoring research and data 
services to the Council and member needs. 
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The Dodd-Frank Act’s first title establishes both the FSOC and our Office. 
Council members regularly meet to share information about financial vulner-
abilities and consider appropriate responses. Our Office contributes to those 
considerations as both a non-voting Council member and as a research and 
data resource for the FSOC and its members. In particular, the Dodd-Frank 
Act charges the OFR to support the FSOC by: 

■	 collecting data for the Council,

■	 standardizing data formats,

■	 developing applied and long-term research, and 

■	 measuring and monitoring risks. 

Fiscal year (FY) 2019 has been a year of continued change and rebuilding 
for the OFR and its workforce. Internally, the latter half of FY 2019 focused 
on filling critical vacancies with qualified, talented professionals. This effort 
allows current staff members to focus on the highest-value contributions 
associated with their roles, and strengthens our organizational abilities to 
best serve the Council and its members. Following this workforce reshaping 
initiative, I have prioritized a bold human capital strategy to ensure that all 
employees are fully equipped to further the value of our Office while thriving 
personally and professionally in a safe, collegial, and fulfilling environment. 
Strengthening management and staff accountability is critically important to 
our Office’s mission.

About This Report

Like our Office’s previous Annual Reports, this year’s version evaluates the 
state of the U.S. financial system as required by the Dodd-Frank Act, includ-
ing an analysis of threats to the financial stability of the United States, key 
findings from the OFR’s research and analysis, and advances in reliable data 
standards. We also discuss our progress toward fulfilling our mission.
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In this report’s financial stability assessment, we find that risks to the finan-
cial stability of the United States remain in the medium range. Across differ-
ent dimensions of the financial system, we find a mix of low, medium, and 
high risks. Solvency and leverage risk continues to be low, as financial insti-
tution capital is higher than before the 2007-09 financial crisis and earnings 
are healthy. Most other types of risk to stability are moderate. Of those 
moderate risks, macroeconomic risk is higher than a year ago. Credit risk is 
still moderate. Market risk can appear elevated. Asset prices have appreci-
ated with the strong U.S. economy. High asset prices can be a plus, but as 
past financial crises have shown, elevated prices can also be vulnerable to 
declines.

This report also covers various accomplishments of the Office throughout 
the year. The Office passed a significant milestone with the issuance of a 
final rule to collect data on transactions in the $4 trillion market for repur-
chase agreements, or repos, which provides funding to securities dealers 
and others. The vulnerability of repos to runs and fire sales poses potential 
threats to financial stability. The repo collection will also support an alter-
native to the London Interbank Offered Rate, or LIBOR. LIBOR has been a 
widely used interest rate benchmark in global financial markets, but doubts 
about LIBOR’s integrity have led to efforts to devise an alternative. The repo 
collection began in October 2019.

The OFR continued to enhance its information technology (IT) environment 
and offerings. We saved more than $12 million in FY 2019 by transitioning to 
cloud computing for services. Working from our 2018 roadmap objectives, 
OFR IT redesigned our data onboarding to ensure data are accurate and 
easy to access, reducing time, effort, and total cost of ownership. We also 
brought on several new datasets to strengthen our data analytics and report-
ing capabilities and improve our overall collection. Finally, regarding our IT 
and data contract procurement operations, the OFR received a clean audit 
opinion from the Department of the Treasury Office of Inspector General.

In the coming year, we will continue to monitor and research risks to U.S. 
financial stability; share what we learn; and strive to improve the scope, qual-
ity, and accessibility of financial data. I am honored to lead our OFR and look 
forward to another year of accomplishments and exceptional work in the 
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field of financial stability. I appreciate the dedication of each OFR employee 
and am committed to encouraging greater communication, collaboration, 
transparency, and a sense of fulfillment for a job well done. Together, we 
will continue to meet the OFR’s mission of promoting financial stability by 
delivering high-quality financial data, standards, and analysis for the FSOC, 
Congress, and the public.

Dino Falaschetti 
Director, Office of Financial Research
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SUMMARY

OFR 2019 Annual Report to 
Congress

1  Financial Stability Assessment 
and Key Findings

2    Status of the OFR's Efforts 
in Meeting Its Mission

With this report, the Office of Financial 

Research (OFR) presents its assessment of the 

state of the U.S. financial system, as required 

by the Dodd-Frank Wall Street Reform and 

Consumer Protection Act of 2010 (Dodd-Frank 

Act). Our 2019 Annual Report to Congress 

meets the requirement that the OFR submit a 

report to Congress within 120 days after the 

end of the fiscal year. 

This report also reflects our duty to inform policymakers, 
regulators, market participants, and the American public 
about our work to monitor, investigate, and report on 
changes in systemwide risk levels and patterns. Our efforts 
support sound risk management for the entire financial 
system. 

For fiscal year (FY) 2019, we organized the report in two 
main parts: 
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Financial Stability Assessment 
and Key Findings 
This first part of the report combines our financial 

stability assessment with key findings from our 

research and analysis.

Our data and research support a finding that risks to U.S. financial 
stability remain in a medium range overall. To reach this conclu-
sion, we evaluate financial system vulnerabilities and their changes.1 
We also go beyond this evaluation by drawing on broader finan-
cial system surveillance, data analysis, and research to pinpoint the 
source of any changes and their implications for financial stability. 
Also, risks can emerge or evolve with changes and innovations within 
the financial system. We monitor these changes and report on their 
financial stability implications when warranted. 

We frame our risk assessment using several categories familiar to the 
financial industry. Macroeconomic, market, and credit risks arise from 
the interplay between the financial sector and the rest of the econ-
omy. Solvency and leverage, funding and liquidity, and contagion 
risks are associated with connections among firms within the financial 
sector. Vulnerabilities in any of these areas can originate, amplify, or 
transmit shocks and stress.

Our assessment suggests that market risk is elevated. Asset price 
appreciation reflects, in part, the strong performance of the U.S. 
economy and expectations for continued economic growth. 
However, there are also indications that valuations for many import-
ant asset types, including stocks, corporate debt, and some types of 
real estate, are above historic levels.  

Risk from cybersecurity also deserves careful 
monitoring in light of the exposures it can create for 
critical economic and financial system infrastructure. In 
addition, networks can make the transmission of risk 
more complex and thus harder to manage.
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Risk is moderate in four categories: macroeconomic risk, credit risk; 
liquidity and funding risk; and contagion risk. Macroeconomic risk is 
elevated relative to a year ago. Nonfinancial corporate credit risk has 
continued to rise, but household credit risk has improved. Liquidity 
and funding risk rose temporarily at times during the past year, but 
then moderated. Contagion risk is little changed.

Risks associated with solvency and leverage appear 
relatively low. Banks and insurers maintain leverage 
ratios consistent with low risk. However, leverage 
continues to rise among large hedge funds that may 
be interconnected with systemically important financial 
firms. 

Status of the OFR's Efforts in 
Meeting Its Mission

Data Initiatives

The OFR worked to fulfill its data-related mandates in FY 2019 
through an array of data initiatives. These initiatives include issuing 
a final rule to collect data regarding transactions in the $4 trillion 
market for repurchase agreements (repos), which provides funding 
to securities dealers and others. Data gaps remain regarding securi-
ties financing transactions, including those associated with repos and 
securities lending.

The repo data collection will also support an alternative to LIBOR. 
LIBOR has been a widely used interest rate benchmark in global 
financial markets and the economy, but doubts about LIBOR’s integ-
rity have led to efforts to devise a reliable, widely accepted, and 
transparent alternative.

The OFR also pursued several data standards initiatives during the 
fiscal year, including advances in the adoption of the Legal Entity 
Identifier (LEI). LEI use continues to grow rapidly, with more than 1.46 
million identifiers issued through the second quarter.
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Information Technology

The OFR evaluated and updated its information technology (IT) 
systems and services in FY 2019. The Office transitioned to cloud 
computing services. Cloud computing provides stakeholders and 
users with secure, effective, and standardized services at a reduced 
cost. This initiative has saved $12 million in capital spending and will 
reduce annual operating expenses. The OFR also enhanced its data 
onboarding capabilities to streamline data management and reduce 
costs.

As in prior years, one of OFR IT’s main focuses remains 
IT security. The Office continues to strengthen its 
multitiered program that includes risk assessments, 
strict access controls, and regular penetration testing. 

Support and Collaboration

The Financial Stability Oversight Council (FSOC) is the OFR‘s primary 
stakeholder. Its needs are key in guiding the work of the Office. 
The OFR supports the FSOC and its members by providing data, 
research, and analysis.

The OFR leads the FSOC Data Committee; collects, maintains, and 
shares supervisory and commercial datasets with the FSOC; is work-
ing to launch a system for secure data sharing among the FSOC, its 
members, and the OFR; responds to requests from the FSOC for 
research and analysis that help the FSOC identify threats to financial 
stability; and works with FSOC members on research and data proj-
ects. In addition, the OFR Financial Research Advisory Committee 
provides a range of expertise to help the OFR fulfill its mission.

Finally, our Office cosponsored two financial stability conferences 
during the fiscal year, one with the University of Michigan’s Center 
on Finance, Law, and Policy, and the other with the Federal Reserve 
Bank of Cleveland.
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Organization

As a result of an organization-wide reexamination in the previous 
year, FY 2019 focused on workforce reshaping. Most notably, at the 
end of FY 2019, a new Director, Dino Falaschetti, was appointed to 
lead the Office. Director Falaschetti implemented a broad human 
capital strategy to strengthen management accountability and 
employee engagement. 

While the Office is still undergoing efforts to fill positions, its organi-
zational structure remains unchanged from the prior year, including 
the legislatively mandated Data Center and Research and Analysis 
Center.

The OFR obligated $58.6 million in FY 2019 — 43 percent for labor 
and 57 percent for other expenses. A large portion of the nonlabor 
spending covers OFR spending for data acquisition ($6.5 million) 
and technology software and hardware ($13.5 million) to support the 
OFR’s unique mandates.
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FINANCIAL STABILITY ASSESSMENT

Financial Stability Assessment 
and Key Findings

In our assessment, risks to U.S. financial 

stability remain in a medium range. This 

assessment is based on our analysis of 

vulnerabilities that, in combination with stress 

or shocks, have the potential to destabilize the 

financial system. Vulnerabilities are underlying 

weaknesses that can turn into financial system 

disruptions by originating, amplifying, or 

transmitting shocks and stress. We analyze 

vulnerabilities to fulfill our responsibility to 

monitor, investigate, and report on threats to 

the financial stability of the United States.

Our assessment is informed in part by the OFR’s monitoring 
of financial system vulnerabilities, as well as our Office’s 
broader financial system surveillance, data analysis, and 
research. All data cited in this report are as of Sept. 30, 
2019, unless otherwise noted. 
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Our Office structures its 
assessment around seven 
categories of risk: (1) macro-
economic, (2) market, (3) 
credit, (4) solvency and 
leverage, (5) funding and 
liquidity, (6) contagion, and 
(7) other risks.

This report reviews a mix 
of vulnerabilities that our 
Office regularly monitors, 
and highlights the most 
important to discuss based 
on our Office’s analysis as 
well as concerns voiced by 
financial regulators, finan-
cial market participants, 
and other financial system 
stakeholders. Some of these 
vulnerabilities have played 
a role in past crises; others 
have not. Early recognition 
of possible weaknesses 
provides time to consider 
how financial resilience can 
be fortified.

To appreciate the impor-
tance of monitoring vulner-
abilities before they turn 
into weaknesses, consider 
how the Y2K event was 
addressed. The vulnerability 
then was that the under-
lying computer code for 
financial systems would fail 
to work properly on Jan. 
1, 2000. That vulnerability 
was identified several years 

in advance. The vulnerabil-
ity was unusual in that the 
deadline for planning and 
executing a fix could not be 
changed. That such an event 
had never occurred before 
and was difficult to plan for 
was no excuse for ignoring 
its potentially devastating 
implications for financial 
stability. Although regula-
tors and industry leaders felt 
well-prepared by New Year’s 
Eve, no one knew for sure 
that this vulnerability would 
not threaten the finan-
cial system until time had 
passed and the potential 
risk to financial stability had 
been successfully mitigated.

Our Office’s mandate is to 
monitor and research risks 
and share what we learn — 
our data and findings — so 
that others can see what 
we see. In this way, our 
Office can bring increased 
transparency to vulnera-
bilities and support sound 
risk management for the 
entire financial system. The 
system is healthiest when all 
participants are monitoring 
risks, their own and those 
of others. In the following 
sections, we detail support 
for our finding that financial 
stability risks remain in a 
medium range.
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Key Takeaways from the 2019 Assessment

■	 Solvency and leverage risk is generally low. Bank capital ratios remain higher than 
before the 2007-09 financial crisis and exceed U.S. regulatory minimums. Life insurance 
companies’ capital ratios also exceed minimums set by state regulators. 

■	 Macroeconomic risk is elevated. The U.S. economy continues to perform well. 
However, fading momentum in some key U.S. and global indicators could pose risk 
to the outlook. Uncertainty about outcomes of trade negotiations and the United 
Kingdom’s exit from the European Union could also contribute risk to the outlook.

■	 Market risk remains elevated. Fundamental asset price appreciation reflects strong 
economic performance and expectations for continued growth. Indicators also high-
light, however, that valuations for important asset types, including stocks, corporate 
debt, and some types of real estate, are above historic levels. 

■	 Credit risk remains moderate on balance. Increased borrowing by nonfinancial busi-
nesses is consistent with a strong outlook for the U.S. economy. In addition, household 
credit risk is low and somewhat improved from a year ago. Several metrics also suggest, 
however, that nonfinancial corporate debt and leverage may be elevated. Weaker credi-
tor protections, combined with lower subordinated debt cushions, could result in credi-
tors recovering less money on leveraged loans in the next downturn. 

■	 Funding and liquidity risk is moderate. Risk from market illiquidity is moderate, but 
can change quickly with market sentiment. Some recent periods of higher market vola-
tility saw trading liquidity temporarily weaken. Also, there was a spike in repo rates in 
September 2019 associated with reduced market liquidity. This event was short-lived. 

■	 Contagion risk remains moderate. For the largest banks and insurers, contagion risk 
is generally little changed since 2016. However, this risk rose around the end of 2018, 
when market stress spiked. Connectivity among financial firms is a key driver of changes 
in contagion risk. As market risk receded, so did risk of contagion. 

■	 Other risks continue to grow in importance. Cybersecurity risk remains a concern. 
Several major cybersecurity events in the financial sector highlighted this risk, includ-
ing how technology firms contribute to it. Brexit poses operational risk associated 
with potential disruptions to supply chains and financial contracts. Failure to prepare 
adequately for the end of LIBOR is another threat to financial stability. As with Brexit, 
the transition from LIBOR requires renegotiating many contracts, creating risk. Digital 
financial assets such as cryptocurrencies continue to potentially transform financial 
markets, but their risk to financial stability is lower than a year ago because of their 
reduced market capitalization.
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Macroeconomic 
Risk

In the 2018 Annual Report, 
our Office viewed macro-
economic risk as moder-
ate, but higher than a year 
earlier. In the year since, 
macroeconomic risk has 
grown to an elevated level. 
The U.S. economy has 
continued to perform well 
overall, and the outlook 
remains favorable. However, 
fading momentum in 
some key U.S. and global 
economic indicators and 
uncertainty about future 
terms of trade and the 
outcome of Brexit account 
for this increase. 

United States

In July of this year, the 
current U.S. economic 
expansion became the 
longest on record. The 
economy grew 2.9 percent 
in 2018, in line with OFR 
expectations. For 2019, 
growth is expected to move 
closer to the annual rate of 
2.5 percent in the year’s first 
half. 

A strong labor market 
contributed to the econ-
omy’s robust growth. Job 
gains remained solid. The 
economy added an average 
of 171,000 jobs a month in 
2019 through September. 

Unemployment has stayed 
near record lows for an 
extended period. And 
wages have been rising.

Performance of some 
other parts of the econ-
omy was more consistent 
with the later stages of a 
business-cycle expansion. 
Sectors of the economy 
sensitive to changes in inter-
est rates, such as business 
investment and housing, are 
a prime example (see Figure 
1). These sectors can grow 
rapidly early in an expan-
sion. Later in the expan-
sion, the pace of spending 
in these areas can slow. 
Another example is manu-
facturing. A key indicator 
is the Institute of Supply 
Management manufactur-
ing purchasing managers 
index. It hit a post-recession 
high in August 2018 (see 
Figure 2). Manufacturing 
activity started to contract a 
year later, and hit a post-re-
cession low in September 
2019. Such contractions 
can occur in an economic 
expansion without a reces-
sion following, but they bear 
monitoring.

At the same time, some 
CEOs have expressed 
concern about trade condi-
tions and global economic 
growth. If business leaders 
delay investment and hiring, 
the slower economy they 
feared could come to pass. 

The yield curve has been 
very flat for several years, 
which made it easier for 
long-term rates to drop 
below short-term rates. 
The relationship between 
the 10-year and 3-month 
Treasuries is a widely 
followed part of the yield 
curve. Normally the curve 
slopes upward, indicating 
that yields on long-term 
bonds are higher than 
those on short-term bonds 
because investors demand 
a higher return to invest 
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for longer. When the yields 
on long-term bonds are 
instead lower than those 
on short-term bonds, the 
curve slopes down and is 
said to be inverted. Long-
term rates may decline if 
market participants expect 
a weaker economy, lower 
inflation, or a Federal 
Reserve interest-rate cut. 
That’s what happened in 
March. Market expectations 
of easier monetary policy 
ahead and a weaker global 
growth outlook drove yields 
on 10-year notes below 
3-month bill rates. The 
initial inversion lasted for 
five days. Then, at the end 
of May, the curve for those 
two rates inverted again 
(see Figure 3). In August, 
the inversion increased to 
as much as 51 basis points, 
and another part of the 
yield curve inverted when 
the yield on the 10-year 
note fell below that of the 
2-year note. A basis point is 
one-hundredth of a percent-
age point. As of September 
30, the curve remained 
inverted. 

Figure 1. Interest-sensitive Sectors Reflect Some Cooling 
(percent change year over year)

Business equipment investment
Residential investment

-30

-20

-10

0

10

20

30

2003 2005 2007 2009 2011 2013 2015 2017 2019

Note: Components of real gross domestic product, billions of 2012 dollars, 
seasonally adjusted annual rate.
Sources: Bureau of Economic Analysis, Office of Financial Research

Figure 2. Purchasing Managers Report Some Slowing in 
Manufacturing (index)
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Global Conditions

Global economic conditions 
remain a headwind for the 
United States. Signs of an 
aging expansion are more 
pronounced outside the 
United States. Growth in 
real gross domestic product 
(GDP), for example, started 
softening in late 2017 in 
major U.S. trading partners 
and continued to do so in 
2019 (see Figure 4). The 
weakness was concentrated 
in manufacturing. Trade 
tensions and uncertainty 
about Brexit accompanied 
the cooling trend.

In the second quarter of 
2019, the German and U.K. 
economies contracted 
from the previous quarter. 

Figure 3. U.S. Treasury Yield Curve Inverted in Mid-2019 (percentage points)
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Figure 4. Growth Has Slowed for Many Major Economies 
(percent change from previous year)
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Germany accounts for 29 
percent of euro area GDP, 
so the euro area’s expan-
sion heavily relies on its 
economic performance. In 

the U.K., economic growth 
was volatile in 2019, largely 
because of uncertain Brexit 
prospects. Businesses built 
stocks of raw materials and 
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finished goods as insurance 
against disruptions to supply 
chains across borders.

In 2019, China’s economic 
growth continued the decel-
eration that began in 2017. 
Trade tensions contributed 
to an uncertain near-term 
growth outlook. A deep-
er-than-expected slowdown 
in China’s economy could 
modestly affect the U.S. 
economy. A percentage 
point slowdown in China 
could reduce U.S. GDP by 
0.1 to 0.2 percentage points 
after one year, according to 
one estimate.2 Higher U.S. 
tariffs on Chinese goods 
are a risk to the Chinese 
economy in the near term. 
Domestic factors, such 
as China’s high corporate 
debt or rapidly rising prop-
erty prices, are a risk to 
growth longer term. Real 
GDP growth in China is 
expected to decrease from 
6.2 percent in 2019 to 5.5 
percent in 2024, based 
on International Monetary 
Fund estimates. Despite this 
forecast, China’s role as a 
driver of global economic 
growth is likely to expand 
(see China’s Contribution 
to World GDP Expected to 
Grow).

China’s Contribution to World GDP Expected to 
Grow

As China’s economy continues to develop, it will need 
to shift from relying on exports to relying on domes-
tic consumption. As it does, its growth rate will trend 
lower toward one more typical of advanced econ-
omies. That trend is normal for a developing econ-
omy but raises concerns about the impact on global 
growth. The concern may overstate the potential 
impact. For example, China’s 6.6 percent growth rate 
in 2018 added $663 billion to China’s and world GDP 
in 2010 U.S. dollars (see Figure 5). That is more than 
the $582 billion added in 2010 when China’s economy 
grew 10.6 percent. Looking ahead, even as China’s 
economic growth slows to 5.5 percent by 2024, accord-
ing to International Monetary Fund forecasts, the coun-
try’s contribution to global GDP growth will still exceed 
that of any other single country.3

Figure 5. As China's Economy Slows, the Amount It 
Adds to World GDP Is Expected to Increase ($ billions, 
percent)
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Monetary Policy

The Federal Open Market 
Committee (FOMC) pivoted 
in January from expecting 
rate increases through 2019 
to a more patient stance 
about future changes to its 
target range for the federal 
funds rate. U.S. core infla-
tion (inflation excluding food 
and energy prices) fell off 
fairly sharply in the first half 
of 2019 after being essen-
tially at the FOMC target of 
2 percent for most of 2018. 
Some measures of infla-
tion expectations declined 
as well. Against the back-
drop of muted inflation, 
weak global growth, and 
trade uncertainty, FOMC 
members lowered their 
assessments of the appro-
priate future path for mone-
tary policy. In July, the 
FOMC cut its target rate 
by 25 basis points, the first 
cut in more than a decade. 
Citing weak inflation and 
global developments, the 
FOMC followed with cuts 
in September and October. 
Those cuts brought the 
target range to 1.50 percent 
to 1.75 percent. 

In September, the European 
Central Bank (ECB) lowered 
its own target rate. The 
ECB’s cut was part of a 
broader monetary stimulus 
package aimed at coun-
tering weak inflation and a 

prolonged period of weak 
growth in the euro area. 
The ECB also announced 
in September that it 
would restart its quanti-
tative easing program of 
bond-buying, which it had 
ended in December 2018.

Interest rates and inflation 
across advanced econo-
mies remain at low levels. 
In this environment, the 
scope for central banks to 
act to mitigate the risk of 
a recession gets greater 
weight in the OFR’s risk 
assessment. Central banks 
have less room to stimulate 
their economies, if desired, 
by lowering interest rates. 
Once a central bank lowers 
its policy rate to zero, it 

has to use less-traditional 
policy tools to ease further. 
In this expansion, some 
central banks purchased 
government securities and 
other assets to lower market 
interest rates. Some also 
set their policy rates below 
zero. Those central banks 
have not yet unwound all of 
these actions, but may have 
to turn to them again in the 
next downturn. The FOMC 
made more progress raising 
its policy rate toward a more 
normal level than did central 
banks in other countries. 
But even the FOMC has less 
room to lower rates than it 
did before the last recession 
(see Figure 6). 

Figure 6. Compared to the Last Recession, Central Banks 
Have Little Room to Lower Policy Rates (percent)
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Fiscal Policy

We assess risk from the U.S. 
fiscal situation as low in the 
short term. Congressional 
Budget Office (CBO) projec-
tions of the U.S. fiscal path 
are relatively unchanged 
from a year ago. However, 
the OFR continues to closely 
monitor the longer-term 
U.S. debt situation. The 
CBO estimates that defi-
cits will run between 4.4 
percent and 4.8 percent 
of GDP. That projection is 
relatively unchanged from 
a year earlier, but above 
the average of 2.9 percent 
for the past 50 years.4 The 
CBO expects interest rates 
on the debt to rise slightly 
but remain low by histori-
cal standards. Faster-than-
expected increases in 
interest rates could heighten 
vulnerabilities from the fiscal 
situation.

Fiscal policy may need to 
play a bigger policy role in 
the next downturn, given 
the limited room central 
banks might have to lower 
interest rates (see Figure 7). 
But many countries could 
face constraints in their 
use of fiscal policy as well. 
Today, high government 
debt levels as a share of 
GDP and the rising burden 
of financing that debt may 
leave countries less room for 

fiscal policy to mitigate the 
risk of a recession. 

Market Risk

As has been the case for 
several years now, market 
risk — the risk to financial 
stability from movements 
in asset prices — appears 
elevated across key markets. 
Asset price appreciation 
reflects, in considerable 
part, strong performance 
of the U.S. economy and 
expectations for continued 
economic growth. Against 
this backdrop, however, 
valuations for impor tant 
asset types, including 
stocks, corporate debt, and 
some types of real estate, 
are above historic levels. 

Where high valuations 
might reflect a vulnerabil-
ity, sudden price declines 
could threaten U.S. financial 
stability if the assets were 
widely held by investors that 
use high leverage or rely on 
short-term funding. High 
leverage magnifies losses 
from price shocks. Falling 
collateral values can reduce 
access to short-term fund-
ing. In a crisis, short-term 
funding costs could increase 
quickly. 

Stock Markets

Current stock valuations are 
supported by low inter-
est rates and by market 
expectations for modest 
corporate earnings growth. 
However, stock prices could 

Figure 7. Countries Generally Have More Debt Than Before 
the Financial Crisis (percent)
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decline if investors’ outlook 
for earnings weakens. Such 
worries in late 2018 helped 
push the S&P 500 index 
down almost 20 percent 
from the peak. This decline 
was one of the drivers of 
the late 2018 increase in the 
OFR’s Financial Stress Index, 
which provides a daily indi-
cator of market stress and 
its components (see The 
OFR Financial Stress Index). 

Against the backdrop of 
low interest rates and rising 
profits, overall stock market 
volatility has remained low 
(see Figure 8). Last year’s 
Annual Report presented 
findings from OFR research 
into what drives the odds 
of a transition to very high 
volatility.5 The research 
suggests that economic 

conditions usually contribute 
more to the odds of very 
high volatility than do finan-
cial conditions. Exceptions 
do exist, however. During 
the 1960s and mid-1970s, 
for example, financial factors 
were more significant than 
economic ones. The same 
was true during the last few 
years, when probabilities 
based on financial factors 
were historically high. 
However, in both periods, 
the likelihood of a very high 
volatility regime remained 
low overall based on strong 
economic indicators. 

Bond Markets

The yield curve flatten-
ing and inversion earlier 
this year captured the 
attention of market 

participants. As discussed 
in the Macroeconomic Risk 
section, the yield curve’s 
flatness is due, in part, to 
a negative term premium. 
That premium is the differ-
ence in return between 
buying longer-term Treasury 
debt and rolling over short-
er-term debt. At first glance, 
the sentiment reflected 
through the yield curve 
appears to contradict that of 
equity and corporate credit 
markets. The yield curve 
is signaling that Treasury 
bond investors foresee 
tame inflation and a slow-
down in economic growth. 
Meanwhile, the equity and 
corporate credit markets 
are signaling that the 
economic expansion is likely 
to continue. One way to 
interpret all of this may be 
that, while earnings growth 
is slowing, the reduction 
in interest rates is offset-
ting this by boosting stock 
valuations. 

Bond prices decrease 
with increases in interest 
rates. Bond duration — a 
measure of bonds’ price 
sensitivity to interest rate 
changes — remains near 
its all-time high, set in early 
2018. The duration of the 
Bloomberg Barclays U.S. 
Aggregate Bond Index is 
5.8 years. Its average since 
1990 is 4.8 years. Given the 

Figure 8. Stock Market Volatility Remains Low  
(VIX index)
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current duration, a percent-
age point increase in inter-
est rates would lead to a 
$1.4 trillion decline in the 
value of the Barclays Index. 
Investors are more willing to 
take on duration risk when 
they expect interest rates to 
remain low. 

Real Estate Markets

Single-family home prices 
are moderately high rela-
tive to rents and incomes. 
However, there is much 
variation across the coun-
try in home price changes. 
For the year ended in July, 
home prices increased in 
19 of the 20 metropolitan 
markets tracked by the 
S&P CoreLogic Case-Shiller 
indexes. However, eight of 
those markets remained 
below their 2006 or 2007 
peaks.

Relatively high housing 
prices have pros and cons 
for lenders. High prices 
support collateral values, 
allowing lenders to recover 
money owed by borrowers 
who default on their mort-
gage payments. However, 
high prices encourage 
lending that can become 
riskier than anticipated. A 
significant increase in such 
lending does not appear 
to be occurring now (see 
Household Credit Risk).

Financial stability risk from 
commercial real estate 
remains low, but could rise 
if the economy’s growth 
moderates. The increas-
ing trend of interest-only 
loans since 2010 height-
ens the risk of credit losses 
from loan defaults.6 The 
share of interest-only loans 
among new commercial 
mortgage-backed securi-
ties issues rated by Moody’s 
Investors Service was 75 
percent in the second 
quarter of 2019, up from 5 
percent in 2010. To date, 
strong growth and low inter-
est rates have kept property 
cash flows and prices high. 
Capitalization rates — which 
measure annual income 
relative to prices for recently 
transacted properties — 
have continued to decline 
as property prices rise (see 

Figure 9). The spread of 
these rates over Treasury 
yields has been low. This 
means investors are will-
ing to accept a relatively 
lower return for the risk they 
accept. 

Risks vary by property type. 
The retail sector has contin-
ued to decline. Increased 
online commerce sales play 
a role. Chain stores are 
closing some or all of their 
locations. Mall occupancy 
generally has declined, and 
some malls are closing. 
Their owners are looking 
for other uses for the build-
ings or the land. This trend 
is expected to continue.7 
In the multifamily housing 
sector, considerable new 
construction is still under-
way. Added supply is driv-
ing up vacancy rates and 

Figure 9. Capitalization Rates Have Generally Declined 
Since 2010 (percentage points)
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The OFR Financial Stress 
Index 

The OFR’s daily Financial 
Stress Index (FSI) supports 
our monitoring of stress in 
the financial system. Stress 
is a disruption in the normal 
functioning of the system. 
While vulnerabilities might 
signal future instability, 
measures of stress can indi-
cate disturbances as they 
occur.

The OFR’s FSI is a daily 
market-based snapshot of 
stress in global financial 
markets. It is constructed 

Figure 10. The OFR Financial Stress Index and Its Market Components Show Mostly 
Below-Average Stress in Last Two Years, Except in Late 2018 (indexes)
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from 33 financial market 
indicators. The indicators 
are organized into five cate-
gories: (1) credit, (2) equity 
valuation, (3) funding, (4) 
safe assets, and (5) volatility. 

The index measures system-
wide stress. It is above zero 
when stress levels are above 
average, and below zero 
when stress levels are below 
average. Unlike financial 
stress indexes produced by 
others, the OFR’s FSI can be 
decomposed into contribu-
tions from each of the cate-
gories. It also can be broken 

down by each of the regions 
covered.

The FSI shows that financial 
market stress rose above 
average in the fourth quar-
ter of 2018 for the first time 
in two years. This sign of 
slightly above-average levels 
of stress was the first in two 
years (see Figure 10). Within 
a week into 2019, stress 
again fell below average as 
risk sentiment improved. 
Stress remained at the low 
levels seen in recent years 
throughout the period since.
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putting downward pressure 
on rents.8 Vacancy rates 
are also rising in the office 
sector and similarly pressur-
ing rents.9 

Commercial property 
demand can be highly sensi-
tive to trends in employ-
ment and the economy. As 
our economic expansion 
continues, demand for 
space could slow, moder-
ating property values. If 
values decline enough, 
losses on commercial mort-
gages could rise. A signifi-
cant downturn in commer-
cial real estate values could 
depress lenders’ capital 
base. However, data on 
one segment of real estate 
debt, commercial mort-
gage-backed securities, 
indicate delinquencies are 
at post-crisis lows.10 In light 
of these data, it would likely 
take a fairly large market 
correction for the dete-
rioration of commercial 
real estate conditions to 
threaten financial stability.

Credit Risk

Credit risk — the risk of 
borrowers or counterparties 
not meeting their finan-
cial obligations — remains 
moderate overall. However, 
vulnerabilities can build 
during what has been a very 
long period of low interest 

rates. By several measures, 
U.S. corporate debt is 
higher than before the finan-
cial crisis. Increased corpo-
rate debt and leveraged 
loans, however, may reflect 
investors’ appetite for risk 
in what has been a reliably 
growing economy (see What 
Is a Leveraged Loan?). In 
addition, household credit 
risk remains fairly low.

Nonfinancial Corporate 
Credit

Businesses tend to take 
on debt during an expan-
sion. But if growth slows, 
that leverage in good times 
could work against their 
ability to repay or roll over 
debts in a weaker econ-
omy. This vulnerability can 

become a financial stability 
risk if losses lead to finan-
cial institution failures or 
credit market disruptions. 
This vulnerability increases 
as corporate leverage and 
debt service burdens rise 
(see Figure 11). 

Investment-grade debt. 
About $2.8 trillion of the 
$4.8 trillion in invest-
ment-grade corporate 
bonds in the ICE BofAML 
U.S. nonfinancial index were 
rated BBB as of Sept. 30, 
2019. Of the $2.8 trillion 
in bonds rated BBB, $795 
billion, about 28 percent, 
were rated BBB-, just one 
notch above high yield (see 
Figure 12).11 The preva-
lence of lower-rated but still 
investment-grade corporate 

Figure 11. Corporate Leverage Is the Highest Since the 
Financial Crisis (percent)
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debt could disrupt credit 
markets, even without a 
sharp rise in default rates. 
Bonds downgraded from 
investment-grade to high-
yield are called fallen 
angels. Such downgrades 
could see increased sell-
offs, especially by investors 
with strict mandates to hold 
only investment-grade debt. 

Investors in high-yield 
debt may not step in to 
buy all the fallen angels. 
The amount of BBB-rated 
nonfinancial bonds 
outstanding has grown to 
2.5 times that of high-yield 
bonds (see Figure 13). If 
downgrades and an ensu-
ing sell-off were concen-
trated over a short period of 
time, then market liquidity 

could be adversely affected. 
High-yield bonds trade less 
frequently, and fewer are 
outstanding compared with 
investment-grade bonds.12 

Non-investment grade 
debt. Sizing the overall 
non-investment grade, or 
high-yield, debt market is 
a challenge because sizing 
the leveraged loan portion 
is difficult. Since 2010, 
high-yield bonds and the 
institutional loan portion of 
the leveraged loan market 
together have grown at an 
annual rate of 6 percent 
to about $2.2 trillion in 
September 2019 (see Figure 
14). The share of non-in-
vestment grade companies 
that are highly leveraged 
— those with debt-to-earn-
ings ratios exceeding six 
times — has increased from 
25 percent in 2010 to 30 
percent last year. 

What Is a Leveraged Loan?

Leveraged loans have negotiated terms but usually share several traits. These loans 
have credit ratings of BB+ or lower (that is, non-investment grade, also called high 
yield). They pay a floating rate of interest at a spread to a reference rate. They also 
hold a senior secured position in the borrower’s capital structure. Leveraged loans 
can be either middle-market loans or broadly syndicated loans. Middle-market loans 
are mostly originated and held by direct lenders. Syndicated loans are originated 
by groups of lenders, including banks and nonbanks, with many of these loans then 
subsequently sold to institutional investors.

Figure 12. Distribution of Investment-grade and Non-
investment-grade Bonds ($ billions)
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Figure 13. BBB-rated Bond Growth Outstrips High-yield 
Bond Growth ($ trillions, multiple)
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Figure 14. High-yield Nonfinancial Debt Outstanding Saw 
Rapid Growth in the Immediate Wake of the Crisis  
($ billions)
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 We estimate the size of the 
entire leveraged loan market 
to be about $2.4 trillion as 
of year-end 2018 (see Figure 
15). The largest segment is 
the $1.1 trillion institutional 
loan market. Institutional 
loans are term loans orig-
inated by bank syndicates 
that are then sold to insti-
tutional investors. The S&P/
LSTA Leveraged Loan Index 
tracks this segment. Pro 
rata loans are the second 
largest segment at about 

$600 billion. Pro rata loans 
include revolving credit 
facilities and amortizing 
loans held by banks. Private 
debt-fund assets account 
for about $535 billion. The 
smallest segment is busi-
ness development company 
(BDC) assets at just over 
$100 billion. These latter 
two segments consist of 
nonbanks lending directly 
to mostly middle-market 
corporate borrowers. 

The institutional lever-
aged loan market has more 
than doubled in size from 
about $500 billion in 2010.13 
Collateralized loan obliga-
tions (CLOs) are the largest 
buyers. They hold more 
than 50 percent of the total 
amount outstanding.14 CLOs 
buy leveraged loans as part 
of the pool of collateral that 
generates cash flows for the 
CLOs’ investors. CLOs are 
sold to investors in slices 
called tranches, each with 
a different priority of claim 
on the cash flows of the 
collateral. Debt tranches 
pay a coupon and usually 
receive a credit rating. The 
higher-rated debt tranches 
receive cash flows before 
the lower-rated tranches. 
An unrated tranche, called 
the equity tranche, acts 
as a first-loss cushion to 
the rated tranches. The 
AAA-rated debt tranche 
typically represents about 
60 percent of a CLO’s total 
capital structure.15

Other major buyers of lever-
aged loans include nonbank 
investors such as insur-
ance companies, pension 
funds, mutual funds, and 
exchange-traded funds 
(ETFs). In addition to buying 
loans directly, these inves-
tors and others, including 
banks, gain exposure by 
buying CLO tranches (see 
Figure 16).

Figure 15. Size of the U.S. Leveraged Loan Market and Its 
Segments ($ billions)
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Leveraged loan covenants 
have deteriorated in what 
has become a more borrow-
er-friendly market since the 
financial crisis. Lenders are 
willing to accept weaker 
investor protections such 
as covenant-lite loan agree-
ments and more frequent 
earnings adjustments. While 
there is no single defini-
tion of a covenant-lite loan, 
these loans place fewer 
restrictions on borrowers 
compared to traditional 
loans. For example, they 
do not require borrowers 
to maintain certain finan-
cial ratios that reflect the 
borrower’s ability to repay. 
Earnings adjustments often 
take the form of projected 
cost savings added back 
to profits for the purpose 
of lowering the borrow-
er’s leverage ratio. Further, 
about 29 percent of first-
lien term loans in 2018 
were to borrowers without 
any subordinated debt, up 
from 18 percent in 2007.16 
Historically, smaller subor-
dinated debt cushions have 
led to lower recoveries 
given default for senior loan 
investors. Weaker inves-
tor protections, combined 
with lower subordinated 
debt cushions, could result 
in investors recovering less 
money in the next down-
turn. Moody’s estimates 
that recoveries of about 60 

percent are likely versus 
the historical average for 
covenant-lite loans of 77 
percent.17 The OFR first 
highlighted the risk of lever-
aged lending in its 2013 
Annual Report.18 

If leveraged loan prices 
were to fall sharply in the 
next downturn, some CLO 
managers could face margin 
calls on the lines of credit 
they use to buy loans to 
launch new CLOs. The line 
of credit used is a ware-
house credit facility, which 
is usually provided by a 
bank. The loans are used 
as collateral to draw on the 
warehouse line. If a deal is 

Figure 16. Estimated CLO Buyers by Investor Type and 
Tranche, 2018 ($ billions)
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unable to come to market, 
then the manager may be 
forced to sell the loans in 
the warehouse. 

CLOs have generally come 
under scrutiny because 
of similarities to crisis-era 
collateralized debt obli-
gations (CDOs). However, 
today’s CLOs may not pose 
as much risk as these other 
securitized products did 
during the crisis (see CLOs 
and Crisis-era Mortgage-
backed CDOs: What’s the 
Difference?) 
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CLOs and Crisis-era Mortgage-backed CDOs: What’s the Difference?

Collateralized loan obligations are a type of structured finance product that has grown 
rapidly in the last decade. This has led to comparisons between CLOs and other structured 
finance products, such as the mortgage-backed collateralized debt obligations that precipi-
tated the financial crisis.

Like CDOs, CLOs transform lower credit-quality collateral into higher credit-quality finan-
cial products. During the financial crisis, CLOs suffered fewer losses than CDOs, and, unlike 
CDOs, no AAA-rated CLO tranche defaulted. CLOs are also more robust and transparent 
than crisis-era CDOs.19

■	 CLOs are better able to withstand market fluctuations than were crisis-era CDOs. 
Several features of CLOs make them more resilient. First, they have stable funding from 
the issuance of debt with maturities similar to the loans in which they invest. As a result, 
CLOs have less liquidity risk than crisis-era CDOs, some of which relied on funding from 
rolling over short-term debt.20 Second, the debt issued by CLOs have collateralization 
tests based on principal amounts with haircuts rather than market prices, as did crisis-
era CDOs. This means that if prices of leveraged loans were to abruptly fall, CLOs likely 
would not all at once be forced into asset fire sales that amplify market stress. Third, 
CLOs hold only loans and no other structured finance products, unlike CDO-squared 
and other complex crisis-era structures. Also, CLOs have larger subordinated tranches 
than in the crisis. These tranches absorb losses before the AAA and AA tranches.

■	 CLOs are more transparent about the credit risks they are taking than were crisis-
era CDOs. Information on the individual corporate loans held in CLO portfolios is 
available to investors. The vast majority of these loans receive a credit rating from one 
of the three major ratings agencies. Ratings assigned to CLO tranches held by inves-
tors account for the risk of the individual loans in the collateral portfolio. This is in stark 
contrast to crisis-era CDOs, which lacked transparency and were ultimately backed by 
mortgages, which have no credit ratings.

■	 CLOs have more risk management tools than did crisis-era CDOs. The collateral 
held by CLOs is actively managed. CDOs tended to have collateral that did not change. 
CLO managers have discretion to replace individual loans within a CLO, subject to a few 
constraints. Violation of the constraints diverts cash flows from the equity tranche to 
higher-rated debt tranches. 

CLOs performed well in the crisis in part because the leveraged loan market did not have 
the same questionable underwriting practices as the subprime mortgage market. But in 
recent years, the credit quality of leveraged loans has deteriorated as covenant-lite loans 
and earnings adjustments have become more common. For these reasons, CLOs may 
perform worse in the next downturn than they did in the crisis.



 Financial Stability Assessment    25

Household Credit

Household credit played 
a major role in the sever-
ity of the financial crisis. In 
December 2008, aggregate 
household debt was more 
than 116 percent of personal 
annual after-tax income and 
reached a 20-year high of 87 
percent of GDP (see Figure 
17). These levels were not 
sustainable. The average 
debt-to-GDP ratio was 57 
percent between March 
1999 and March 2004. The 
large debt build-up before 
the crisis meant households 
had to reduce spending to 
make their debt payments 
during the crisis. This further 
weakened the demand for 
goods and services and 
magnified the economic 
downturn. 

Since 2013, outstand-
ing debt has increased 
steadily at an average 
annual rate of 3.6 percent, 
and stood at $13.9 trillion 
in June 2019. However, 
the buildup in vulnerabil-
ities appears limited. A 
long economic expansion 
reduced household debt to 
about 65 percent of GDP 
by mid-2014, where it has 
stayed since. Debt is likely 
to remain a moderate share 
of GDP in the near term 
as the demand for credit, 
measured by credit account 
inquiries, remains relatively 

subdued. Credit account 
inquiries are a measure of 
credit demand because 
when someone requests 
a loan or line of credit, 
the lender pulls the credit 
report. The number of inqui-
ries averaged 229 million 
every six months between 
June 2001 and December 
2007. Inquiries totaled 
139 million during the six 
months ended June 2019, 
slightly above the post-crisis 
low.

The ability of households 
to pay their bills has also 
improved. This improvement 
in part stems from a strong 
labor market and many 
years of low interest rates. 
Household debt service 
payments were less than 10 

percent of after-tax personal 
income at the end of 2018, 
the lowest since records 
began in 1980. While these 
are signs of reduced house-
hold credit risk, it is of some 
concern that households 
have not made more prog-
ress paying down debt. A 
lower ratio of household 
debt to GDP achieved in 
good times gives house-
holds more capacity to 
meet debt obligations in 
bad times without cutting 
spending and intensifying 
the downturn. 

Figure 17. Household Debt as a Percentage of GDP Has 
Stabilized (percent)
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Note: GDP is gross domestic product. Household debt is derived from the Federal 
Reserve Bank of New York's Quarterly Report on Household Debt and Credit. The 
nominal seasonally adjusted annualized GDP series is used for this calculation.
Sources: Equifax, Federal Reserve Bank of New York, Haver Analytics, Office of Financial 
Research
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Mortgage debt is two-thirds 
of household debt and 
reached a new high in June 
2019, but the risk to finan-
cial stability may be minor. 
Mortgage debt has fallen 
from a high of 64 percent 
of GDP in December 2008 
to 44 percent in June 2019. 
The credit quality of mort-
gage borrowers remains 
higher than before the crisis. 
Borrowers taking out new 
mortgages had a median 
credit score of 758, which 
Experian classifies as very 
good.21 Only 3.6 percent 
of mortgage originations 
by volume were to high-
risk borrowers, those with 
a credit score of less than 

620. That share is well below 
the pre-crisis peak of 15.2 
percent. Mortgages 90 
or more days delinquent 
declined to 1.1 percent at 
the end of 2018 from 1.5 
percent at the end of 2017. 

Risks are somewhat 
higher from nonmortgage 
consumer debt, which 
totaled $4 trillion or about 
19 percent of GDP at the 
end of 2018. Student loans, 
auto loans, and credit card 
balances have each reached 
all-time highs. Total student 
loan balances were $1.5 
trillion at the end of 2018, 
up only slightly from a year 
earlier. The rate of growth 

has slowed since 2014 
(see Figure 18). The share 
of student loan accounts 
delinquent for at least 90 
days remained high but 
stable at 11.4 percent in 
2018. Student loan debt can 
be particularly constrain-
ing for household spend-
ing and economic growth 
because it is not forgiven in 
bankruptcy. 

Auto loan balances reached 
a new high of $1.3 trillion at 
the end of 2018, and seri-
ous delinquencies were up 
for the year. The share of 
loans delinquent for at least 
90 days was 4.5 percent at 
the end of 2018, versus 4.1 
percent a year earlier. The 
post-crisis peak was 5.3 
percent. Credit card debt 
rose to $870 billion at year-
end 2018 from $834 billion 
a year earlier. However, 
delinquency rates remain 
relatively low and stable, 
suggesting that credit card 
debt is manageable. 

Figure 18. Growth in Student and Home Equity Loans Has 
Fallen Markedly (year-over-year percent change)

-20

-10

Mar
2004

Mar
2007

Mar
2010

Mar
2013

Mar
2016

Mar
2019

0

10

20

30

40

50

60

70 Mortgage
Home equity
Auto loans
Credit cards
Student loans

Note: Data through June 30, 2019. Year-over-year change in outstanding 
household debt, excluding those in bankruptcy. Data derived from Equifax 
consumer credit panel. Population controlled for inactive accounts.
Sources: Equifax, Federal Reserve Bank of New York, Haver Analytics, Office of Financial 
Research



 Financial Stability Assessment    27

Solvency and 
Leverage Risk

A financial firm becomes 
insolvent if its liabili-
ties exceed its assets. 
Policymakers require regu-
lated firms to meet capital 
requirements to mitigate 
the risk. Setting minimum 
capital thresholds involves 
balancing the trade-off 
between financial resilience 
and the efficient provision 
of financial services. Here 
we discuss banks, life insur-
ance companies, and hedge 
funds. These three types 
of institutions can give rise 
to systemic risks due to 
their size, complexity, and 
interconnections within the 
financial system. They also 
provide services vital to the 
functioning of the econ-
omy. These services include 
commercial and investment 
banking, insurance, and 
asset management, among 
others. 

For the financial system as a 
whole, solvency and lever-
age risk is low. In second 
quarter 2019, financial sector 
leverage was at a record 
low based on data available 
since 1945 (see Figure 19).

Banks

A bank’s capital is the 
difference between its 
assets and liabilities. Bank 

capital includes equity and 
other financial instruments 
that can similarly absorb 
losses. The more capital 
there is, the more a bank 
can absorb losses on its 
assets before it becomes 
insolvent. Bank capital 
ratios remain higher than 
before the 2007-09 finan-
cial crisis. Bank earnings 
growth also lowers insol-
vency risk because earnings 
can be retained to replenish 
capital. Net income for all 
Federal Deposit Insurance 
Corporation (FDIC)-insured 
depository institutions rose 
6 percent from the first 
half of 2018 to the first half 
of 2019, with the major-
ity of institutions posting 
increases.22

A recently finalized revi-
sion to bank regulations will 
keep capital requirements 
the same for the eight 
U.S. global systemically 
important banks (G-SIBs).23 
However, the Federal 
Reserve estimates that it will 
lower required capital ratios 
0.6 percent, in aggregate, 
for other banks with assets 
of $100 billion or more.24 
There is much debate about 
how high capital standards 
should be.25 

The new rule also will bring 
capital requirements more 
in line with differences in 
large banks’ systemic risk. 
The new requirements 
account for measures of a 
bank’s complexity as well 
as its size. The change is 

Figure 19. Financial Sector Leverage Reaches a New Low 
(ratio)
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consistent with the OFR’s 
analysis of the effects 
of complexity on bank 
solvency risk.26 OFR anal-
ysis finds that considering 
factors such as intercon-
nectedness, substitutability, 
and complexity, along with 
size, is better than size alone 
for determining systemic 
importance.

Stress tests can be an effec-
tive tool to see what could 
happen to bank capital 
during a period of finan-
cial instability. The universe 
of bank holding compa-
nies (BHCs) undergoing 
U.S. stress tests shrank this 
year because of a 2018 law 
change. Previously, BHCs 
with $50 billion or more in 
assets were subject to the 
Dodd-Frank Act Stress Tests 
(DFAST). The Economic 
Growth, Regulatory Relief, 
and Consumer Protection 
Act of 2018 raised the 
asset threshold for annual 
tests to $250 billion. BHCs 
with assets between $100 
billion and $250 billion 
are tested less frequently. 
Those with less than $100 
billion in assets are no 
longer subject to testing. 
The change meant 18 BHCs 
went through the 2019 tests, 
down from 35 in 2018.

DFAST results, which 
are reported as part of 
the Federal Reserve’s 

Comprehensive Capital 
Analysis and Review, 
suggest the 18 BHCs tested 
could incur substantial 
losses and still continue to 
operate.27 The stress test 
evaluates bank capital under 
hypothetical economic and 
financial scenarios set by the 
Federal Reserve. The results 
suggest that, in the aggre-
gate, the 18 BHCs would 
have substantial losses 
under both the adverse and 
severely adverse scenarios, 
but could keep lending to 
businesses and households. 
BHCs are subject to several 
regulatory capital ratios. The 
Tier 1 common equity ratio 
measures the BHC’s core 
(highest-quality) capital, 
mostly common stock and 
retained earnings. In the 
severely adverse scenario, 
this ratio for the BHCs as a 
group would fall from 12.3 
percent at year-end 2018 to 
its estimated minimum of 
9.2 percent, before rising to 
9.7 percent in 2022.

Insurance Companies

From 2017 to 2018, risk-
based capital (RBC) ratios 
for most of the largest 
U.S. life insurers generally 
remained well above the 
regulatory minimum set 
by state regulators. RBC 
ratios are an insurer’s capital 
divided by a measure that 
includes factors for asset 

risk, underwriting risk, and 
other risks common for a 
particular insurance type.28 
As discussed in the OFR’s 
2018 Annual Report, RBC 
ratios were expected to be 
lower in 2018 than in 2017 
due to the reduction in the 
federal corporate income 
tax rate. Also, the National 
Association of Insurance 
Commissioners (NAIC) 
revised the risk factors to 
reflect the lower corporate 
tax rate, which also reduced 
RBC ratios.

As with banks, these capital 
reserves provide a degree 
of protection against insol-
vency from unexpected 
losses. They are sized to 
cover 95 percent of loss 
scenarios. However, the 
extent to which capital 
could cover losses during 
a crisis also matters. NAIC 
guidance adopted by most 
states (often with varia-
tions) calls for larger, more 
complex insurance compa-
nies to annually assess their 
solvency in normal and 
stressed environments. 
Since 2015, these compa-
nies are required to report 
their findings confidentially 
to the lead state regulator 
for their insurance group. 
Each company can use 
its judgment in conduct-
ing the assessment, but it 
is expected to use stress 
tests or similar quantifiable 
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methods when appropriate. 
A strength of this approach 
is that it allows each 
company to best account for 
its own risk profile. A draw-
back is that the discretion 
can also limit outsiders’ abil-
ity to compare companies. 

Insurance companies 
manage large investment 
portfolios subject to market 
risk. Continued low interest 
rates remain a concern for 
insurers’ earnings. In a low 
interest-rate environment, 
firms may put a greater 
share of their portfolios in 
higher-yielding and riskier 
investments.29 This change 
in asset allocation can 
increase the risk that resides 
in these companies and, 
hence, their risk of disrup-
tion or distress. Risk-based 
capital is meant to protect 
policyholders against indi-
vidual insurance company 
insolvency. At present, no 
capital standards apply to 
an insurer’s parent firm or 
insurance group. The NAIC 
is developing a tool for 
assessing capital adequacy 
for insurance groups. The 
tool is being tested by a 
number of volunteer firms. 

The Federal Reserve has 
proposed capital require-
ments for insurance savings 
and loan holding compa-
nies.30 The proposal builds 
on existing state-based 

insurance standards, while 
also establishing minimum 
capital requirements that 
are specific to the busi-
ness of insurance. Under 
the proposed framework, 
holding companies signifi-
cantly engaged in insur-
ance activities would be 
required to aggregate their 
state-based capital require-
ments and combine them 
into a consolidated require-
ment. The proposal would 
establish both a minimum 
requirement and a buffer 
on top of the minimum. 
The approach accounts for 
risks that are specific to the 

business of insurance and is 
different from the calcula-
tions used for bank capital 
requirements. However, the 
minimum standard would 
be comparable to one of 
the key measures of a bank's 
health, the minimum total 
capital ratio, which is set at 
8 percent for banks.

Hedge Funds

Collateralized borrowing 
by large hedge funds rose 
to more than $3.1 trillion 
as of June 2019, up $341 
billion from a year earlier 
(see Figure 20). The amount 
of borrowing can matter for 

Figure 20. Hedge Fund Secured Borrowing Reaches a New 
High ($ billions)
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financial stability. A broad 
increase in borrowing could 
make the industry more 
vulnerable to liquidity crises. 
It also may increase counter-
parties’ exposure to hedge 
fund stress. 

The increase in borrow-
ing was not accompanied 
by an increase in equity 
capital, which held steady 
at less than $3.2 trillion. 
Consequently, hedge fund 
investments are more 
heavily financed by debt. 
Leverage — measured as 
the ratio of gross assets (the 
value of assets on a fund’s 
balance sheet) to net assets 
(the value of investors’ 
equity) — rose from 1.90 in 
March 2013, when data were 
first collected, to 2.0 in June 
2018, and to 2.13 in June 
2019. All else equal, a lever-
age ratio of 1.90 implies 
gross assets would be $720 
billion smaller in June 2019 
than with a ratio of 2.13. The 
leverage ratio is the highest 
it has been since the data 
became available in 2013. 

For a given level of assets, 
higher leverage makes a 
fund more susceptible to 
margin calls and forced 
asset sales. These sales 
can depress prices and 
lead to margin calls and 
forced asset sales for a 
wider set of investors. This 
scenario played out in 1998 
with Long-Term Capital 
Management, which was 
leveraged upwards of 25 
to 1. The Federal Reserve 
facilitated the organization 
of a private-sector consor-
tium to wind down the fund. 
Without the consortium, 
the hedge fund likely would 
have become insolvent and 
could have risked global 
financial instability. In the 
2007-09 financial crisis, 
disruptions in the market 
for secured borrowing left a 
variety of leveraged inves-
tors unable to roll over 
their financing, leading to 
a rapid unwinding of illiq-
uid positions, fire sales, 
and insolvency. Regulators 
still cannot assess this risk 
from hedge funds because 
they have little visibility into 
the collateral that supports 
borrowing.

Funding and 
Liquidity Risk

Funding and liquidity risk is 
moderate for the U.S. finan-
cial system, but a number 
of factors are contributing 
to volatility in short-term 
funding markets. A market 
is liquid when buyers’ and 
sellers’ valuations are not 
too far apart and they can 
easily trade assets without 
much price impact. An illiq-
uid market risks fire sales — 
when participants can’t sell 
securities without contrib-
uting to downward price 
pressures. When financial 
firms lose the confidence of 
lenders, lenders can curb 
their willingness to provide 
funding going forward (see 
How Runs Can Threaten 
Financial Stability). 

Financial Markets

Market liquidity risk is 
moderate right now, but the 
risk can change quickly with 
market sentiment. There 
have been some recent peri-
ods of higher market vola-
tility when trading liquid-
ity temporarily weakened. 
These temporary but limited 
effects of sentiment appear 
in two general indicators 
of short-term funding and 
liquidity risk (see Figure 21). 
The TED spread is an indica-
tor of liquidity in the inter-
bank market, where large 
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international banks lend 
money among themselves. 
The TED spread is the differ-
ence between the three-
month U.S. dollar LIBOR and 
Treasury bill rates. LIBOR, in 
turn, affects the interest rate 
paid by corporate borrowers 
on floating-rate loans. The 
commercial paper spread 
is the difference between 
the three-month U.S. finan-
cial commercial paper and 
Treasury bill rates. This 
spread reflects the market’s 
collective view of the credit 
risk of providing short-term 
funding to financial firms. 
Both the TED and commer-
cial paper spreads widened 
substantially during the 
2007-09 financial crisis. 

Recently, these two spreads 
were at typical levels. 

Some aspects of corpo-
rate bond market liquidity 
continue to warrant moni-
toring. The OFR delved 
into this topic in last year’s 
Annual Report.31 Certain 
segments of the market may 
be less liquid. Examples 
include larger bond trades, 
certain individual bond 
issues, and interdealer 
trading. In a time of market 
stress, lower liquidity could 
amplify market losses and 
spreads could widen mate-
rially, tightening financial 
conditions. Under such 
conditions, the willingness 
of dealers to make markets 

for corporate bonds would 
determine the availability of 
liquidity.

In February, the OFR 
Financial Research Advisory 
Committee provided the 
OFR its views on U.S. corpo-
rate bond market liquidity.32 
The committee, made up 
of experts from academia 
and industry, offers advice 
to the OFR on its research 
and its data management 
and standards. The commit-
tee concluded that a wide 
range of factors may be 
diminishing market liquidity, 
although opinions differed 
on the extent of the prob-
lem. For example, regula-
tory and structural market 
changes appear to have 
reduced market-making 
activities. This finding is 
consistent with the OFR’s 
finding that interdealer 
trading has declined. The 
committee also found that 
developments in technol-
ogy have boosted market 
transparency, discouraging 
traders from making large 
trades so as not to reveal 
their positions. This finding 
is also consistent with the 
OFR’s finding of reduced 
liquidity in the market 
segment for large bond 
trades.33 

Among the regulatory 
factors affecting corporate 
bond market liquidity is the 

Figure 21. Commercial Paper and TED Spreads Remain 
Narrow, Indicating Favorable Funding Conditions (percent)
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Volcker Rule. The Volcker 
Rule is a provision of the 
Dodd-Frank Act that gener-
ally prohibits proprietary 
trading of corporate bonds 
and other financial instru-
ments by commercial banks. 
An intent of the Volcker 
Rule was to prohibit banks 
from speculative propri-
etary investments similar to 
those that contributed to 
the financial crisis. To better 
understand potential risks, 
OFR researchers studied the 
effects of the Volcker Rule 
on corporate bond market 
liquidity.34 When the rule 
went into effect, many other 
changes were going on in 
regulation and in markets. 
To filter out effects of those 
unrelated changes, the 
OFR researchers focused 
on the rule’s underwriting 
exemption. That provision 
allows banks that underwrite 
securities to participate in 
market-making activities to 
maintain market liquidity. 
The research shows that the 
Volcker Rule reduced corpo-
rate bond market liquidity 
from 20 to 45 basis points, 
depending on the type of 
trade. This is economically 
significant because the 
average roundtrip cost (the 
cost of both the purchase 
and subsequent sale of a 
bond) for trades in the data 
was 54 to 73 basis points. 
The researchers conclude 

that some bond dealers 
affected by the rule incurred 
costs that they passed on to 
their counterparties, which 
resulted in these dealers 
losing market share. The 
study did not address the 
broader effects that prohib-
iting trading by banks might 
have on reducing systemic 
risk. 

Financial Institutions

Commercial banks. The 
availability of bank whole-
sale funding is sensitive to 
shifts in confidence. For 
example, wholesale fund-
ing includes federal, or 
fed, funds (overnight inter-
bank borrowing to main-
tain reserves at the Federal 
Reserve) and security 

repurchase (repo) agree-
ments. A repo is the sale 
of a security with an agree-
ment to buy it back later at 
a set price. Risk from banks’ 
dependence on wholesale 
funding appears moder-
ate, while the mix of fund-
ing sources has changed. 
U.S. banks have reduced 
their reliance on repo and 
fed funds borrowing over 
the last decade (see Figure 
22). Given the crisis-period 
revelation of risks associ-
ated with repos, this trend 
tends to reduce banks’ 
funding risk. A sharp jump 
in repo rates in September 
2019 did not alter this 
trend (see Factors Behind 
September Spike in Repo 
Rates). However, some 
of the reduction in risk is 

Figure 22. FDIC-insured Depository Institutions Replace 
Repo and Fed Funds Borrowing With Brokered Deposits 
(percent of wholesale funding)
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offset by a greater reliance 
on brokered deposits. A 
brokered deposit is any 
deposit that is obtained, 
directly or indirectly, from 
or through the mediation 
or assistance of a deposit 
broker. These funds can 
leave the bank quickly when 
a competitor offers a higher 
rate.35 

Banks tend to borrow short 
term and lend long term, 
and earn their money by 
effectively managing the 
associated maturity trans-
formation. This year’s yield 
curve inversion could raise 
banks’ funding costs relative 
to their yields on earning 
assets, such as loans and 
securities. As of second 
quarter 2019, that had not 
happened. While the cost 
of funding earning assets at 
all FDIC-insured depository 
institutions rose from 0.70 
percent in second quar-
ter 2018 to 1.02 percent in 
second quarter 2019, the 
yield on earning assets rose, 
too. The difference, the 
net interest margin, rose 1 
basis point, that is, one-hun-
dredth of a percentage 
point.36

Federal Home Loan Banks 
(FHLBs). The 11 FHLBs 
remain a source of liquidity 
and funding for their bank 
and nonbank members. 
They meet members’ needs 

through letters of credit and 
advances. Advances are 
loans secured by eligible 
collateral, such as residential 
mortgages.37 The majority of 
advances are for less than a 
year. While advances remain 
below pre-crisis levels, 
they have grown steadily. 
Since 2012, the FHLBs have 
steadily increased their 
reliance on short-term debt 
to finance their growth (see 
Figure 23). That’s partly due 
to increased demand for 
these types of short-term 
instruments from money 
market funds.

In August 2018, the Federal 
Housing Finance Agency 

issued guidance to the 
FHLBs to ensure they main-
tain sufficient liquidity to 
continue lending if a market 
disruption were to occur.38 
This guidance mitigates 
potential funding risks aris-
ing from market disruptions 
associated with the FHLB 
lending channel. 

Mutual funds and 
exchange-traded funds. 
With traditional open-
ended mutual funds, an 
investor can redeem shares 
directly with the fund at a 
specified time, usually the 
end of the trading day. 
The price is based on the 
fund’s estimated net asset 

Factors Behind September Spike in Repo Rates

Overnight borrowing rates spiked during a period 
of several days in September, due to tight financing 
conditions in the repo market. These conditions briefly 
spilled over into the federal funds market, prompting 
the Federal Reserve to use repos to provide additional 
liquidity to the market. While any disruption in repo 
markets tempts a comparison to the runs in repo that 
began in 2007, the 2019 spike in financing rates was 
not a run. It was not a reflection of lender concerns 
about institutions or types of collateral. Instead, it was 
a temporary shortage of liquidity brought on by market 
changes over time in combination with short-term 
seasonal cash needs. These shortages are not uncom-
mon in repo markets, though they are typically less 
severe and tend to occur around reporting periods, 
which this one did not. The event highlighted the need 
for more research into the dynamics of repo funding.
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value per share. The inves-
tor bears the risk that the 
fund’s market value will 
change between when the 
investor chooses to sell and 
when the net asset value is 
computed at the end of the 
trading day. In recent years, 
investors have favored 
taxable-bond funds over 
stock funds (see Figure 24). 
Bonds can be less liquid 
than stocks. If mutual funds 
have to sell the underly-
ing assets quickly to meet 
investor redemptions, that 
might put downward pres-
sure on asset prices, possi-
bly causing other market 
disruptions.

How Runs Can Threaten Financial Stability

Bank runs were the primary threat to U.S. financial stability during the Great 
Depression. Runs find people rushing to withdraw deposits in anticipation of their 
bank encountering a lack of liquidity or an outright insolvency. Banks facing a run 
often do not have enough funds on hand to meet the demand for withdrawals. Runs 
can also make depositors’ fears a reality — driving banks into insolvency. Deposit 
insurance at competitive premiums can help manage the threat of bank runs by 
reassuring depositors that their funds are safe, even if their bank fails. 

Banks and other financial firms depend on a variety of sources for short-term fund-
ing. Any funding that can be withdrawn on short notice is “runnable.”39 Uninsured 
bank deposits, money market fund shares, commercial paper, and repurchase 
agreements are just some runnable sources of funding. Runs increase the odds that 
affected firms could default on their financial obligations to others. Fears of such 
defaults can fuel more runs.

Figure 23. Federal Home Loan Banks Increase Use of Short-
term Debt ($ billions)
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Figure 24. Taxable Bond Funds Dominate Recent Net Inflows to Mutual Funds (percent of 
net inflows)
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Unlike with mutual funds, 
ETF investors trade shares 
as they would stocks, rather 
than redeeming shares 
directly with the funds. 
This allows investors to sell 
out of their investments at 
any time during the trad-
ing day. Investors often 
choose ETFs over mutual 
funds with similar holdings, 
in part, because of this 
perceived intraday liquidity. 
ETFs depend on authorized 

participants — usually 
banks or brokerages — to 
provide end-of-day liquid-
ity. Redemptions by autho-
rized participants help align 
market prices of the funds 
with the values of underlying 
assets. Authorized partici-
pants are not obligated to 
redeem shares. They could 
step away in stress situa-
tions, dislocating markets 
for the funds or underlying 
assets.
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Contagion Risk
Contagion risk remains 
moderate. Contagion occurs 
when losses at some finan-
cial firms or markets spread 
to others. One indicator of 
contagion risk, SRISK (the 
systemic risk a firm adds 
to the financial system), 
rose in late 2018 because 
market stress, a component 
of SRISK, increased.40 In 
2019, market stress returned 
to the very low levels of 
recent years, and SRISK 
moderated. 

In 2015, OFR researchers 
developed an alternative 
measure of contagion risk. 
The OFR Contagion Index 
measures the loss that 
could spill over to the rest 
of the financial system if a 
given financial firm were to 
default. The index accounts 
for a firm’s size, leverage, 
and connectivity, and is 
calculated as:

Contagion Index = 
Connectivity x Net Worth x 
(Outside Leverage -1).41

Connectivity is measured as 
the share of the firm’s unse-
cured liabilities that are held 
by other financial institu-
tions.42 With higher connec-
tivity, a firm’s failure has a 
potentially larger impact 
on the rest of the financial 

system. Net worth is the 
difference between a firm’s 
assets and its liabilities, and 
serves as a measure of firm 
size. A larger firm’s failure 
can have a bigger impact 
on the financial system, 
other things equal. Outside 
leverage is the ratio of a 
firm’s claims on nonfinan-
cial entities to its net worth. 
Those claims are the debt of 
households and nonfinan-
cial businesses the firm 
holds (such as mortgages 
and corporate loans and 
bonds). Outside leverage 
can capture how vulnerable 
the firm is to shocks to the 
real side of the economy. 
The potential for mort-
gage defaults, for example, 
to trigger contagion, as 
happened in the crisis, can 
be captured by this term. 
Putting the pieces together, 
a firm with a higher conta-
gion index tends to pose a 
greater systemic risk in that 
it is more susceptible to fail-
ure (from high leverage), its 
failure has a bigger impact 
(from its size), and its failure 
can have a larger impact 
on the rest of the financial 
system.

The OFR’s Contagion Index 
has several advantages over 
SRISK. SRISK measures the 
capital shortfall of a firm 
if a severe market decline 

occurs.43 In contrast, the 
OFR’s index is not limited 
to risk from a severe market 
decline. It does not require 
estimating the market value 
of the firm’s equity in such 
a decline. And it does not 
require knowledge of the 
network among finan-
cial firms to determine 
connectivity. 

Contagion index values for 
the eight U.S. G-SIBs are 
generally little changed 
since 2016. Some large 
banks continue to have 
index values that are more 
than twice the average of 
the others. Their higher 
values are mostly due to 
their degree of connectivity 
with the rest of the finan-
cial system and to their size. 
The indexes are measured 
in dollars and, in theory, can 
go as high as a firm’s total 
liabilities to other financial 
institutions.

Contagion index values for 
the eight largest life insur-
ers are also little changed. 
Because the firms do not 
publish the needed data 
on their consolidated 
operations, the analysis is 
limited to their domestic 
life insurance businesses. 
As a group, these life insur-
ers have lower contagion 
index values than do the 
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G-SIBs. Two factors drive 
this. The first is the lack of 
data for the insurers’ other 
operations (their non-life 
insurance entities, foreign 
subsidiaries, and non-in-
surance activities). With the 
availability of these data, the 
contagion indexes might be 
higher, as those business 
lines may be more intercon-
nected to the rest of the 
financial system. Second, 
most of the insurers’ liabil-
ities are owed to policy-
holders rather than to other 
financial firms. Thus, there 
is less risk that an insurance 
company’s failure would spill 
over to other financial firms. 
That said, individual firms 
can contribute more or less 
contagion risk.

Other Risks

We group risks that do not 
fit nicely into any of the 
OFR’s vulnerability catego-
ries under the heading of 
“other risks.” This category 
includes the potential for 
risks from emerging financial 
products and technologies. 
For example, the packag-
ing of mortgage-backed 
securities (MBS) was a 
financial innovation from 
decades earlier that had 
improved risk sharing in the 
financial system. However, 
MBS proved toxic when, 
in the years leading to the 
crisis, these securities were 
produced on a massive 
scale, then combined and 
sold in other securities.

Operational Risk

Operational risk is the risk 
of loss from internal inade-
quacies or failures — prob-
lems from lapses by people, 
processes, or systems — 
or from external events. 
Examples include risks from 
physical disasters, fraud, 
information technology 
failures, and maintenance 
lapses. Operational risk 
could become systemic if 
losses reduce firm market 
values and increase lever-
age, or spill over to other 
firms.44

Representatives of leading 
financial services industry 
firms routinely cite such risks 
as a concern. For several 
years, respondents to a 
survey of industry lead-
ers have ranked cyber risk 
as the top risk facing the 
financial system (see Figure 
25). Geopolitical risk almost 
always has ranked second. 
Brexit risk has come in third 
or fourth in recent years.45 

Here we discuss operational 
risks from cyber events, 
Brexit, and the shift away 
from U.S. dollar LIBOR, as 
well as the potential for risks 
from environmental events. 

Cyber risk. Financial 
services executives are 
not alone in rating cyber 
risks above all others as a 
threat to financial stabil-
ity. The OFR has ranked it 
as a major concern since 
its inception. Policymakers 
rank it that way, too. Federal 
Reserve Chair Jerome 
Powell has described it as 
the largest risk now chal-
lenging the Fed, financial 
institutions, and financial 
markets.46 Cyber risk looms 
so large because the crit-
ical infrastructure for the 
economy and the financial 
system is computer-driven 
and networked. Networks 
are growing and changing, 
making the transmission of 
risk more complex.
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Figure 25. Cyber Risk Tops Systemic Stability Risks Cited by Financial Industry Leaders 
(percent of respondents)
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In its prior reports, the OFR 
has identified three chan-
nels through which a cyber 
breach somewhere in the 
financial system could cause 
financial instability.47 One is 
through a lack of availabil-
ity of an essential financial 
service. Financial markets 
often rely on a small number 
of firms to provide critical 
functions. Those provid-
ers can be other financial 

sector firms, such as a firm 
that clears transactions. Or 
they can be from outside 
the financial sector, such as 
a firm that provides cloud 
storage for data. Financial 
markets could find an essen-
tial service unavailable if a 
cyber breach interrupts a 
key provider’s operations. A 
second channel is through 
a loss of data integrity. 
Corruption or destruction of 

data could disrupt transac-
tions or payments. The third 
channel is through a loss 
of confidence that drives 
financial market participants 
to rush to pull their funds, 
causing runs on financial 
institutions and asset fire 
sales. 

Several high-profile finan-
cial institutions experienced 
cyber breaches in 2019. In 
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mid-August, the European 
Central Bank shut down one 
of its websites after it found 
that intruders had infected 
the site with malware. The 
intruders might have stolen 
data about bankers who 
subscribe to the site.48 The 
ECB said the site was on 
an outside server, separate 
from its internal systems. 
Still, the central bank 
cautioned that the intruders 
could trick victims via phish-
ing, that is, fraud attempts 
through emails that seem to 
come from trusted sources. 

Just a few weeks earlier, 
the Federal Bureau of 
Investigation (FBI) arrested 
a Seattle hacker accused 
of stealing personal infor-
mation on about 106 
million U.S. and Canadian 
credit card applicants and 
customers from Capital 
One Financial Corp.49 The 
breach had been occur-
ring since March. The data 
were stored on Amazon 
Web Services cloud serv-
ers. Both Capital One and 
Amazon have said the 
hacker gained access via 
the bank’s network, not 
through Amazon.50 Capital 
One estimated the breach 
would cost it up to $150 
million. However, it is too 
soon to tell what the total 
costs will be. Prosecutors 
have alleged that the same 

hacker stole data from 
more than 30 other unspec-
ified companies.51 Even at 
a single firm, it can take 
time to tally the costs — at 
least those traceable to the 
event. In July, two years 
after it was hacked, credit 
bureau Equifax announced 
it had reached a settlement 
to pay between $575 million 
and $700 million to resolve 
claims arising from that 
breach, which compromised 
personal records affecting 
about 147 million people.52 

An open question is what 
triggers a loss of confidence 
that can generate runs 
and redemptions and how 
those losses might spread 
to create broader financial 
system stress. The Council 
of Economic Advisers (CEA), 
however, has found that 
even without a widespread 
loss of confidence, cyber-
security events reduce 
affected firms’ stock returns 
relative to returns to the 
whole stock market.53 This 
loss, called the Cumulative 
Abnormal Return (CAR) from 
the cybersecurity event, 
is part of the cost of the 
event. It reflects changes in 
confidence in firms’ future 
returns and the likelihood 
of future cyber events. For 
example, after the 2017 
Equifax breach, there were 
calls for government action, 

pressure for top execu-
tives of the credit bureau to 
resign, and questions about 
whether Equifax would 
survive. Equifax’s stock 
price fell almost 35 percent 
from pre-breach prices, 
according to the CEA, and 
there was a negative total 
CAR of 41 percent over the 
seven days after the breach 
became public.

The Equifax breach also 
affected competitors and 
firms reliant on Equifax for 
consumer credit scores. 
The CEA estimates that an 
equal-weighted portfolio 
of TransUnion and Experian 
stock had a negative CAR of 
more than 18 percent over 
the same seven days. An 
equal-weighted portfolio 
of firms reliant on Equifax 
had a negative CAR of 9 
percent over that period.54 
This shows the possibility 
of contagion and spillovers 
from a cyber event at a 
financial firm.

Data on the number and 
severity of cyber events 
in the financial sector are 
limited. Many events are not 
reported. Some firms may 
not even know their systems 
have been breached. 
Verizon’s annual Data 
Breach Investigations Report 
shows 927 cyber incidents 
reported by financial and 
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insurance entities for the 
12 months through Oct. 31, 
2018. Of those, 207 were 
confirmed data breaches 
— incidents where data 
were disclosed to an unau-
thorized party.55 While the 
financial sector routinely has 
far fewer reported incidents 
than some other sectors, it 
still ranks third in breaches. 
The data, however, are 
based on a sample of volun-
tarily reported incidents and 
are not representative. 

 A source of cybersecurity 
risk for the financial sector 
is through insurers’ expo-
sure to claims. Premiums 
on cyber insurance policies 
written have been rising 
(see Figure 26). At the same 
time, the insurance industry 
is concerned that it lacks 
a good sense of its poten-
tial exposure to claims in a 
major cybersecurity event. 
The industry also lacks 
good data to support its 
pricing and underwriting 
policies, which itself is a 
vulnerability.56

Brexit. The United 
Kingdom’s pending exit 
from the European Union 
could add to operational 
risks. The European Council 
granted an extension to 
Jan. 31, 2020, for the U.K. 
to complete its exit from 
the EU. Most politicians in 
the U.K. and EU publicly 

favor an orderly separa-
tion, whether or not they 
support Brexit. In assessing 
the financial system’s resil-
ience to Brexit, we focus on 
a worst-case scenario of a 
no-deal Brexit. 

One concern is that prob-
lems in the real economy 
could feed through to 
the financial system. In a 
no-deal Brexit, the U.K 
government expects disrup-
tions to supply chains and 
the movement of people, 
goods, and services. Such 
disruptions could cause 
volatility in financial markets 
with unpredictable spill-
overs. Supply chain disrup-
tions also could result in 
some businesses lack-
ing the materials needed 
to continue operating, 

reducing their earnings 
and pressuring their abil-
ity to meet debt payments. 
Spillovers to financial insti-
tutions could ensue. While 
there are some official 
contingency plans, uncer-
tainty remains.57

Other operational risks 
include those from the 
unwinding of contrac-
tual agreements. Without 
a negotiated withdrawal 
agreement, the “passport-
ing” of some rights between 
the U.K. and EU would end. 
Passporting allows firms 
from EU nations to sell their 
services across the EU, 
without having to comply 
with each country’s separate 
regulations, or having to 
have subsidiaries to conduct 
business in a certain 

Figure 26. Cyber Insurance Premiums Have Risen Rapidly ($ 
billions)
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jurisdiction. The United 
States would be affected 
by the U.K.’s loss of pass-
porting because the U.K. 
would become a third party 
to EU-U.S. agreements. 
The loss of passporting is a 
major factor associated with 
contractual agreements.58 
Here we discuss three of 
the channels through which 
contractual problems can 
play out: contract continuity, 
regulatory alignment, and 
legal recognition of central 
clearing.

Contract continuity. London 
is a global hub for invest-
ment flows, with many of 
the world’s financial prod-
ucts based on U.K. law and 
subject to EU passporting 
rights. Brexit creates uncer-
tainty for these flows. The 
possibility of a no-deal 
Brexit raises the question 
of whether existing finan-
cial contracts will be valid 
and enforceable. Concerns 
generally revolve around 
what are known as lifecycle 
events, such as whether a 
contract may be rolled over, 
terms amended, or options 
exercised.59 These events 
could trigger cross-border 
licensing, additional fees, 
and other possibly expen-
sive requirements. This 
could make it more difficult 
for firms to manage risks.

To mitigate Brexit risks, U.S. 
and U.K. financial services 
firms have begun to shift 
banking and underwriting to 
other EU member countries. 
Moving assets and opera-
tions raises the firms’ near-
term operating costs. No 
one location has emerged 
as a replacement for London 
as a financial hub for the EU.

Regulatory alignment. One 
benefit of the EU is the 
alignment of regulations 
among EU member states. 
U.K. and EU authorities have 
provided public information 
outlining the regulations 
that will apply to banking 
entities after Brexit, albeit 
not permanently.60 An 
agreement based merely 
on the EU’s present “equiv-
alence” framework may not 
be a reliable long-term basis 
for either the U.K. or the EU 
as economies and markets 
evolve. One proposed 
solution is for countries to 
recognize each other’s regu-
lations once the U.K. loses 
financial passporting rights, 
but that proposal has not 
gained EU support.

Whatever agreement is 
made to address a post-
Brexit U.K., Brexit may 
increase the complexity of 
regulatory coordination. The 
United States invested more 
than a decade synchronizing 

its regulatory regime with 
that of the EU. What a 
U.K. outside the EU means 
for regulatory harmony is 
unclear. For instance, the 
largest U.S. banks may need 
to modify their living wills, 
which are plans for how 
they can be resolved if they 
fail. The plans, which are 
required by the Dodd-Frank 
Act, will need to account 
for obstacles that arise after 
Brexit. New frictions in the 
bankruptcy or orderly liqui-
dation processes may arise, 
along with obstacles to a 
firm continuing to oper-
ate during the resolution 
process. 

Legal recognition of central 
clearing. U.K. central coun-
terparties (CCPs) handle 
a sizable share of clearing 
activity in major markets. 
Clearing is essential to 
orderly and liquid markets. 
It would be operationally 
difficult to transfer such a 
large volume of clearing 
activity to an EU CCP with-
out an appropriate transition 
period. For certain prod-
ucts, there currently are no 
EU CCPs that could fill the 
role. Financial regulators 
have agreed to contingency 
plans for clearing activi-
ties in the case of Brexit, 
at least for a limited time. 
Under those agreements, 
U.K. CCPs can continue to 
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clear EU derivatives through 
2020.

Transition from U.S. 
dollar LIBOR. The London 
Interbank Offered Rate 
(LIBOR) is a set of widely 
used reference rates, or 
benchmarks, that determine 
interest rates for borrow-
ing in different currencies. 
LIBOR, including the U.S. 
dollar LIBOR, is determined 
from bank reports of what 
they charge other banks for 
short-term loans. Because of 
concerns about the reliabil-
ity of the process, the world 
financial system is in the 
midst of a multiyear transi-
tion to other reference rates.

The U.K.’s Financial Conduct 
Authority secured voluntary 
agreement from banks that 
are LIBOR panel submit-
ters to continue reporting 
through the end of 2021, 
but will not compel banks to 
submit after that date. Due 
to a sharp decline in activity 
underpinning LIBOR, banks 
already have few transac-
tions on which to base their 
submissions. As a result, 
the end of U.S. dollar LIBOR 
could come at any time 
after the end of 2021. With 
two years to go, many firms 
remain underprepared for 
the transition from LIBOR 
to other benchmarks. In a 
recent survey by the consult-
ing firm Accenture, only one 

in five firms reported being 
operationally ready for the 
transition from LIBOR.61 

A new reference rate, 
the Secured Overnight 
Financing Rate (SOFR), has 
been chosen as an alterna-
tive to U.S. dollar LIBOR. 
The OFR has helped to 
develop, oversee, and 
ensure a source of data 
to support the SOFR. The 
SOFR has gained significant 
traction since its launch, 
with more than $310 billion 
in floating instruments 
issued to date.62 However, 
an enormous amount of 
LIBOR-linked instruments 
remains outstanding, and 
firms continue to issue 
LIBOR-linked instruments 
that mature after 2021.

Two primary threats to 
financial stability could arise 
from the failure to prepare 
adequately for the end of 
LIBOR:

■	 First, not all contracts 
referencing LIBOR that 
extend beyond 2021 
contain appropriate 
fallback provisions. For 
example, a common 
provision requires that, 
in the event LIBOR is 
not available, parties to 
a contract must them-
selves attempt to poll 
banks for quotes. If 
they fail in that attempt, 

which seems likely, then 
their contracts often 
specify use of the last 
value of LIBOR. Relying 
on the last value of 
LIBOR could increase 
firms’ interest rate 
risk. This type of fall-
back could also cause 
contracts to behave in 
a way that was never 
intended. This unin-
tended contract behav-
ior could increase legal 
uncertainty and litiga-
tion risk. As a result, it is 
important from a finan-
cial stability standpoint 
to develop a consistent 
solution for these legacy 
contracts.

■	 Second, there are oper-
ational risks for LIBOR-
linked contracts that do 
contain fallback provi-
sions. Every additional 
contract that references 
LIBOR is an additional 
contract that will need 
a new benchmark after 
LIBOR is discontinued. 
The more contracts that 
need to be changed, 
possibly at an unex-
pected point in time, the 
higher the risk of error. 

Natural disasters. An 
increase in the frequency 
and severity of natural 
disasters could pose risks 
to financial stability, and 
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have gained attention 
from central banks, includ-
ing the Bank of England, 
European Central Bank, 
and Federal Reserve.63 In 
our 2018 Annual Report, we 
discussed risk to the insur-
ance industry stemming 
from natural disasters.64 

Researchers from those 
three central banks identify 
two types of financial stabil-
ity risk arising from natural 
disasters: physical risk and 
transition risk (see Figure 
27). Physical risk is the risk of 
loss natural disasters pose 
by damaging property and 

Figure 27. Risk Transmission Channels for Changes in the Frequency and Severity of 
Natural Disasters
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infrastructure, disrupting 
supply chains, and reduc-
ing agricultural production. 
These losses can impair the 
balance sheets of banks, 
insurers, and other finan-
cial institutions, as well as 
households. Transition risk 
arises from adapting or fail-
ing to adapt to changes in 
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the frequency and severity 
of natural disasters. That risk 
covers adjusting to abrupt 
technological change, policy 
actions, sudden swings in 
financial asset prices, or 
economic shifts as people 
or industries relocate or fail 
to do so. Both types of risk 
bear monitoring.

Risks from Emerging 
Financial Technologies

The OFR has a mandate to 
assess emerging threats to 
financial stability. We moni-
tor financial technology, or 
fintech, developments from 
that perspective. We also 
monitor not-so-recent finan-
cial innovations. Sometimes, 
as with mortgage-backed 
securities, it is hard to envi-
sion the risks an innovation 
can pose when it gains 
scale. 

In some ways, all financial 
firms are fintech firms, as 
technology plays an increas-
ing role in the financial 
sector. But new technolo-
gies are leading to an influx 
of firms, as well as consid-
erable changes in how the 
sector operates. These 
firms can reside outside 
the purview of traditional 
financial regulation. A 
disruptive technology can 
alter the usual channels 
through which risk can be 

transmitted from one part 
of the financial sector to 
another. 

Last year’s OFR Annual 
Report discussed how 
digital financial assets were 
transforming the financial 
sector and considered their 
potential to introduce new 
risks.65 These assets rely on 
cryptographic distributed 
ledger technology, or block-
chain. We focused on the 
largest subset of the market 
for digital assets, the crypto-
currency market, and eval-
uated how it might relate 
to financial stability. We 
found that cryptocurrencies 
could amplify some finan-
cial stability risks, especially 
market risk and liquidity risk, 
but did not rise to a current 
threat.

Compared to last year, cryp-
tocurrencies’ risk to finan-
cial stability appears to be 
lower. Their market capital-
ization peaked in January 
2018, and is less than half 
that peak, even after a 
recovery in 2019. However, 
new risks emerged as cryp-
tocurrencies’ footprint in the 
financial system expanded. 
A growing number of finan-
cial firms and institutional 
investors either participate 
or operate in cryptocur-
rency markets. Through 
these exposures, volatility 

or reputational risk from 
the market could be trans-
mitted to the traditional 
asset markets in which these 
entities are also large partic-
ipants.66 To address such 
developments, the Treasury 
Secretary established a 
Financial Stability Oversight 
Council working group on 
digital assets to monitor 
associated risks.67

Because cryptocurrencies 
have no intrinsic value, cash 
flow, or guarantee of value, 
their prices are driven by 
investor sentiment. Most of 
the time, prices are largely 
uncorrelated with broader 
financial markets and, thus, 
a possible source of diversi-
fication for investors. In one 
survey of 441 institutional 
investors, 47 percent cited 
cryptocurrency as worth 
holding in their portfolios.68 

Cryptocurrencies also are 
prone to theft and fraud. 
Losses reportedly totaled 
as much as $1.2 billion in 
the first quarter of 2019.69 
Some governments have 
increased oversight and 
enforcement. In April, the 
New York Department of 
Finance for the first time 
refused an operating 
license for a cryptocurrency 
exchange. The department 
cited weak anti-money laun-
dering and counter-terror 
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financing procedures at the 
exchange.70

Liquidity risk remains a 
concern from cryptocur-
rency markets. Stablecoins 
— so named because they 
claim to maintain a fixed 
value backed by reserves 
— may become a source of 
liquidity in those markets 
and possibly a means of 
payment in the broader 
economy. If their use 
becomes commonplace, 
disruptions in their availabil-
ity may affect the financial 
system in a variety of ways. 
Because stablecoins, like 
other types of digital assets, 
tend to be produced and 
used in global networks, 
such disruptions can trans-
mit risk to entities that are 
not obviously connected. 

In June, Facebook and 27 
partners announced plans 
for a type of payment 
system built around a cryp-
tocurrency called Libra.71 
Libra’s value would be 
based on a basket of official 
currencies, giving it some 
stability, rather than pegged 
to a single currency as are 
the stablecoins. Libra has 
the potential to achieve 
unprecedented scale for a 
cryptocurrency if it is able 
to leverage Facebook’s 
network of more than 2 
billion users. However, 
prospects are unclear. In 

October, several found-
ing members of the Libra 
Association said they were 
leaving the organization.72 

The current regulatory 
regime in the United 
States is evolving with the 
market for cryptocurrency 
and other digital assets to 
mitigate financial stability 
risk. Tomorrow’s regulatory 
framework may need to 
accommodate a central role 
for large technology firms.73
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MISSION

Data Initiatives 

Repo Data Collection and Alternative 
Reference Rate Activities 

As the largest short-term wholesale funding 

market in the United States, the stability 

and proper functioning of the repurchase 

agreement, or repo, market is critical to 

the stability of the overall U.S. economy. 

Facilitating low-risk cash investment, 

monetization of assets, transformation of 

collateral, and hedging, the repo market is 

an important means for transferring cash and 

securities throughout the financial system. 

To improve transparency and risk monitoring of the market, 
the FSOC recommended a permanent collection of repo 
data in its 2016 Annual Report and again in its 2017 Annual 
Report. The OFR proposed a rule in July 2018 for a collec-
tion of data on centrally cleared repo transactions compris-
ing about one-quarter of all U.S. repo market transactions. 
The Office finalized the rule in February 2019. Over the 
course of proposing and finalizing the rule, the OFR collabo-
rated with the Federal Reserve, the Securities and Exchange 

Status of the OFR's Efforts in 
Meeting Its Mission
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Commission (SEC), and 
others, particularly in the 
development of reporting 
instructions and technical 
guidance.

The OFR collection, which 
began in October 2019, has 
two primary purposes: 1) to 
identify and monitor finan-
cial stability risks, as noted 
above, and 2) to support 
the calculation of reference 
rates, including the Secured 
Overnight Financing Rate 
(SOFR). The SOFR relies on 
data relating to repo trans-
actions backed by Treasury 
securities in three segments 
of the U.S. repo market, two 
of which will be collected 
pursuant to the OFR rule. 

The rate that became known 
as the SOFR was selected 
by the Alternative Reference 
Rates Committee (ARRC) 
as its preferred alternative 
to U.S. dollar LIBOR in June 
2017. The ARRC, an indus-
try-led effort convened by 
the Federal Reserve Board 
and Federal Reserve Bank 
of New York, has not only 
worked to identify an alter-
native to LIBOR, but also to 
propose a transition away 
from LIBOR to an alternative 
rate. The OFR collection is 
an important component in 
the desired transition from 
LIBOR, as it will support the 
continued reliability of data 

inputs for the computation 
of the SOFR. 

The ARRC Paced Transition 
Plan proceeds. The Federal 
Reserve Bank of New York, 
in cooperation with the 
OFR, began publishing the 
SOFR in April 2018. Cleared 
futures and swaps referenc-
ing the SOFR were launched 
in May and July 2018, 
respectively, and outstand-
ing volumes in these deriv-
atives continue to grow. In 
cash products, 29 institu-
tions have issued more than 
$180 billion in floating-rate 
instruments linked to SOFR 
since July 2018.

Data Standards 

Legal Entity Identifier  
(LEI – ISO 17442) 

Global adoption of the 
Legal Entity Identifier (LEI) 
continues to grow, with 
more than 1.46 million 
LEIs issued through the 
second quarter, up from 
just 500,000 in 2017. The 
LEI is a data standard for 
precisely identifying parties 
to financial transactions. 
Growth continues to be 
driven primarily by regula-
tory requirements for LEI 
use around the world. To 
date, the greatest expansion 
of LEI issuances resulted 
from new regulations in 
the European Union that 

required entities involved 
in securities and derivatives 
trading to possess and use 
their LEI in transactions. 
However, even in countries 
lacking widespread regu-
latory requirements for an 
LEI and where the number 
of LEI issuances versus the 
absolute number of eligi-
ble entities is relatively low, 
the outstanding amount of 
securities issued by enti-
ties possessing an LEI is 
frequently high. These 
data are consistent with 
LEI use becoming common 
among large corporations 
and financial institutions. In 
some jurisdictions, its use 
has even begun to expand 
beyond financial regula-
tion, with, for example, the 
LEI being mandated as an 
enterprise identifier for 
products passing through 
customs controls.

Greater adoption of the 
LEI is also being fueled by 
its growing use by indus-
try for its own purposes, 
though this greater indus-
try recognition of the value 
of the LEI is itself driven by 
its expanded regulatory 
use. Industry representa-
tives note that as more firms 
possess and use LEIs, these 
data identifiers become 
more useful when compa-
nies conduct their own 
internal risk management 
and compliance tasks. This 
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network effect encour-
ages greater industry use 
of the LEI, which results in 
even more LEI issuances, 
particularly given that the 
cost of acquiring an LEI has 
dropped considerably over 
the past several years.

LEIs will soon be used 
in other financial data 
identifiers, including the 
new Unique Transaction 
Identifier (UTI – ISO 23897) 
currently in development. 
The UTI, discussed in more 
detail below, uses a coun-
terparty’s LEI as a prefix to 
identify the party generat-
ing the financial transaction.

LEI use in the OFR repo 
rule. One of the new regu-
lations requiring the use of 
the LEI as an identifier is the 
OFR’s Data Collection Rule 
covering centrally cleared 
funding transactions in the 
U.S. repo market. This rule, 
promulgated by the OFR 
on Feb. 12, 2019, requires 
that central counterpar-
ties with average daily total 
open repo commitments of 
$50 billion or more report 
to the OFR certain infor-
mation about these trans-
actions. The OFR expects 
that this new requirement 
will enhance the abilities 
of the OFR, the FSOC, and 
FSOC members to iden-
tify potential risks to U.S. 
financial stability through 
a better understanding of 

repo market participants’ 
exposures, concentrations, 
and network structures. 
By requiring that the LEIs 
used satisfy the relevant 
global standard, the OFR 
also expects that this rule 
will help improve the qual-
ity of the data that the LEI 
conveys.

Improving LEI Level 2 
data. Improving the quality 
of LEI data also underlies 
the OFR staff’s continued 
work with the Global LEI 
Foundation (GLEIF) and the 
LEI Regulatory Oversight 
Committee (LEI ROC). The 
GLEIF is the not-for-profit 
organization that serves as 
the central operating unit for 
the Global LEI System. The 
LEI-ROC consists of more 
than 60 regulatory authori-
ties from around the world 
that oversees the GLEIF. 
One area of particular inter-
est to the OFR is ongoing 
work on LEI “Level 2 data” 
(that is, data submitted by 
legal entities acquiring an 
LEI regarding their “direct 
accounting consolidating 
parent” and their “ultimate 
accounting consolidating 
parent”). Level 2 data allow 
counterparties to a trans-
action to use LEIs not only 
to identify with whom they 
are transacting, but also to 
identify the entity that owns 
(and bears any correspond-
ing risks of) the entity with 

which they are transacting. 
This type of data can be 
crucial for market partic-
ipants mapping their risk 
exposures. 

During the 2007-09 finan-
cial crisis, many firms did 
not realize they held indirect 
exposures to failing entities 
until those entities failed. LEI 
Level 2 data are meant to 
help remedy this problem. 
The OFR is committed to 
working with the GLEIF so 
the quality of these data are 
sufficient for industry use.

Governance of new data 
identifiers. The interna-
tional Financial Stability 
Board (FSB) has proposed 
that the LEI ROC take on 
the role of overseeing the 
governance of the UTI, 
Unique Product Identifier 
(UPI), and the Critical Data 
Elements (CDE) used in 
reporting derivatives trans-
actions to trade reposito-
ries and swap data repos-
itories. These identifiers, 
discussed in detail below, 
differ from the LEI and from 
each other, but all require 
a supporting governance 
structure to help ensure 
the quality and integrity 
of the data. The LEI ROC’s 
experience and expertise 
with data identifier gover-
nance makes it a good fit to 
oversee the governance of 
these other identifiers and 
data elements, which would 
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avoid creating redundant 
work with a new interna-
tional regulatory commit-
tee. Over the next year, the 
OFR will continue working 
with FSOC members to 
develop a proposal for the 
process through which the 
LEI ROC can undertake this 
expanded charge, while 
maintaining the LEI ROC’s 
commitment to governance 
of the Global LEI System.

Reporting of 
Standardized 
Derivatives Data

Over the past year, OFR 
staff, along with Council 
members from the 
Commodity Futures Trading 
Commission (CFTC), SEC, 
and Federal Reserve Board, 
continued to lead and 
participate in derivatives 
data analysis and planning 
as members of the FSB 
Working Group on UTI and 
UPI Governance (GUUG) and 
the Committee on Payments 
and Market Infrastructures 
– International Organization 
of Securities Commissions 
(CPMI-IOSCO) Working 
Group for Harmonisation of 
Key Over-the-Counter (OTC) 
Derivatives Data Elements 
(Harmonisation Group).

A key advance during the 
year was the OFR’s input 
and support for the FSB 

GUUG to approve and 
transfer responsibility for 
the development and main-
tenance of the UTI to the 
International Organization 
for Standardization (ISO) 
as ISO 23897. The OFR will 
continue to provide anal-
ysis as a member of the 
ISO working group that is 
completing development of 
the standard. ISO 23897 is 
expected to be available for 
industry use in 2020.

A second milestone reached 
by the FSB GUUG, with 
leadership contributions 
from the OFR, is the desig-
nation of the Association 
of National Numbering 
Agencies (ANNA) Derivative 
Service Bureau (DSB) as the 
service provider for the UPI. 
In this role, the ANNA DSB 
will issue UPIs, as well as 
manage the UPI repository. 
The OFR contributes to the 
ongoing analysis, develop-
ment, and promotion of the 
UPI as an ISO standard. This 
work was initiated in the 
fourth quarter of FY 2019.

In 2019, the OFR also 
assisted the CPMI-IOSCO 
Working Group in analyzing 
and publishing a final report 
on the governance of CDEs. 
This report included the 
recommendation to incor-
porate CDEs into the exist-
ing ISO 20022 standard, 
which is the international 

standard for financial indus-
try messaging. To meet this 
goal, the working group 
initiated analysis of required 
changes to the standard 
to support these data, 
with the OFR providing 
ISO 20022 subject matter 
expertise. This work is 
being conducted in part-
nership with the Society 
for Worldwide Interbank 
Financial Telecommunication 
(SWIFT), the registration 
authority for ISO 20022, and 
is expected to continue into 
2020. As the CPMI-IOSCO 
Data Harmonisation Group 
reached its sunset date in 
June 2019, the CDE analysis 
work was assumed by the 
FSB GUUG, with the OFR 
maintaining its active role.

Data Products

The Dodd-Frank Act 
requires the OFR to develop 
tools for risk measurement 
and monitoring. The OFR’s 
tools, found on our website, 
include:

■	 Financial Stress Index 
(FSI): The daily index 
supports the monitoring 
of stress in the financial 
system. It is constructed 
from 33 financial market 
indicators, such as 
yield spreads, valuation 
measures, and interest 
rates. The index can be 
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decomposed by region 
or type of stress.

■	 Financial System 
Vulnerabilities Monitor 
(FSVM): The quarterly 
monitor is a heat map of 
58 indicators of vulner-
abilities in the financial 
system. It is a starting 
point for monitoring 
U.S. financial stability. It 
is designed to provide 
early warning signals 
of potential vulnerabil-
ities that merit further 
investigation.

■	 G-SIB Interactive Chart: 
The interactive online 
tool shows systemic 
importance scores and 
score components for 
global systemically 
important banks.

■	 U.S. Money Market 
Fund Monitor: The 
monthly monitor 
converts data from the 
SEC’s Form N-MFP into 
a user-friendly format. 
Users can examine indi-
vidual funds and the 
industry as a whole.

The OFR envisions its data 
products as high-quality 
monitoring tools used by 
key stakeholders, such as 
the FSOC and its members, 
members of Congress, 
financial industry partici-
pants, academics, the news 
media, and the public. 

We intend for the tools to 
show emerging trends in 
the financial system and to 
further the OFR as a leader 
in financial stability monitor-
ing and analysis. These data 
products do not duplicate 
the work of other financial 
regulators; instead, they 
provide the OFR opportuni-
ties to collaborate with regu-
lators. We plan to create 
more tools that complement 
existing ones and leverage 
other agencies’ expertise.

Interagency Data 
Inventory Update 

The FSOC Interagency Data 
Inventory is a catalog of the 
data collections of FSOC 
members and other govern-
ment organizations. The 
inventory does not contain 
data; it holds metadata — 
data about data — on each 
collection. These metadata 
are publicly available but 
are sometimes hard to find. 
The inventory can be used 
to search for data collec-
tions more easily and to 
analyze gaps and overlaps 
in data collections. Each 
FSOC member organization 
determines which of its data 
collections to include in the 
inventory. 

The interagency inventory 
contains a brief description 
of each data collection and 

basic information such as 
the collecting organization, 
the name and number of 
the form used to collect the 
data, and the type of collec-
tion, such as financial or 
supervisory. In FY 2018, the 
FSOC expanded the inven-
tory so its member organi-
zations could include addi-
tional information, such as 
the frequency of the collec-
tion, the website address 
and link to instructions and 
forms, and the website 
where the underlying data 
are found if the data are 
publicly available.

Now that the inventory 
has been collected over 
several years, the OFR can 
undertake an analysis of its 
content. This will help inform 
decisions about how to 
move forward with the inven-
tory and make it more useful. 
Ultimately, we plan to serve 
as the knowledge center for 
financial data and financial 
data standards, with a focus 
on financial stability.
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Major Initiatives

In FY 2019, the OFR contin-
ued to critically evaluate 
and strategically redesign 
its information technology 
(IT) systems and services to 
meet our mission and best 
serve our agency and stake-
holders. The OFR's mission 
requires the collection of 
data necessary to identify 
risks to financial stability, 
while minimizing the burden 
of regulation and direct 
costs to the Office and 
the public. OFR IT follows 
a multiyear strategic tech-
nology plan that takes into 
account emerging best 
practices; OFR IT focuses on 
maintaining an IT environ-
ment that fosters business 
innovation through efficient, 
accurate decision-making. 

In recent years, the federal 
government has embraced 
cloud computing solutions 
to provide secure, effective, 
and standardized services 
at reduced cost. The OFR’s 
newly architected IT infra-
structure incurs costs only 
for cloud services that we 
use, delivering savings 
in capital expenditure of 

$12 million in FY 2019 and 
achieving a significant 
reduction in annual operat-
ing costs (see Move-to-the-
Cloud Initiative).

The move-to-the-cloud 
initiative is proceeding 
in collaboration with the 
Treasury Office of the Chief 
Information Officer (OCIO), 
Office of Management 

Move-to-the-Cloud Initiative

The OFR’s information technology work in FY 2019 focused 
on building and testing the underlying services required 
to establish new systems in the cloud. The major advances 
included:

■	 an authentication and authorization solution to 
manage access to OFR systems and data, as well as 
integration with access control automation;

■	 a cloud-native data architecture, allowing data users 
to access any combination of datasets from the OFR’s 
data collection without IT intervention, while paying 
only for resources as needed;

■	 high-performance computing-on-demand 
technologies, allowing the OFR to gain insight from 
“big data” (hundreds of terabytes), when needed, and 
avoid the recurring costs common to traditional, large-
scale national labs and research groups;

■	 evaluation of email, collaboration, and messaging 
services; as well as backup and archival systems; and

■	 Personal Identity Verification (PIV) authentication for 
different types of network access.

The OFR will continue to assess cloud services in FY 2020, 
with an eye to flexibility or cost savings. We also plan to 
move forward with upgrading core systems and reengi-
neering the OFR’s telecommunication network.

Information Technology
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and Budget OCIO, and 
Department of Homeland 
Security Cybersecurity 
teams to assess and design 
the most secure and compli-
ant cloud solutions.

IT and Data 
Procurement 
Operations

The Department of the 
Treasury Office of Inspector 
General (OIG) in April 2019 
completed an in-depth 
performance audit of all of 
the OFR’s contract activities 
and procedures, including 
OFR's IT and Data procure-
ment contracts. The audit 
resulted in no recommen-
dations and concluded that 
the OFR “effectively and 
efficiently acquired goods 
and services to accom-
plish its mission and those 
acquisitions were made in 
compliance with applicable 
procurement regulations.”

IT Security

As security of OFR data is 
paramount to our mission, 
the Office’s information 
security program complies 
with guidance from the 
National Institute of 
Standards and Technology 
(NIST), which recommends 
performing risk assessments 

for all new or changed IT 
capabilities.

All data received by the 
OFR are stored in govern-
ment-approved systems and 
accessible only via govern-
ment-certified networks; 
no data are reachable via 
the Internet. Upon arrival, 
the data are immediately 
encrypted and stored in 
protected file systems. Data 
access is provided on a 
need-to-view basis, moni-
tored, audited, and cross-
checked with Memoranda of 
Understanding, Interagency 
Agreements, and contracts 
to guarantee compliance. 

To determine appropriate 
security controls and other 
protection requirements, 
data are categorized based 
on Federal Information 
Processing Standard (FIPS) 
Publication (PUB) 199 and 
other models developed 
by federal financial agen-
cies. Throughout the data 
acquisition process, OFR 
staff work with each data 
provider to address any 
unique security concerns. 
Additionally, independent 
third parties perform annual 
penetration testing and 
vulnerability assessments of 
our perimeter security and 
insider threat risks. 

Data Management 

Using 2018’s roadmap 
objectives as the baseline 
for FY 2019, the OFR has 
been implementing data 
management solutions 
focused on increased effi-
ciencies, data quality, and 
data integration. 

In FY 2019, OFR IT rede-
signed its data onboarding 
to align with industry best 
practices and reduce the 
time, effort, and cost of 
ownership for data manage-
ment. All data brought in by 
the OFR are now entered, 
processed, loaded, and 
made available for research 
and analysis using open 
source technologies and 
repeatable design patterns. 
OFR-wide enhancements 
to standards and proce-
dures make the Office's 
data consistent with data 
from other FSOC members, 
related agencies, academia, 
and private industry, ensur-
ing repeatable work output 
and smoother collaboration. 
This work enables the OFR’s 
cloud migration project to 
deliver a world-class repos-
itory of both structured 
and unstructured data to 
support varied analytic 
needs.

In FY 2019, the OFR created 
an automated data profil-
ing function that allows 
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validation of the data 
received and supports visual 
checks for data anoma-
lies, ultimately increasing 
the confidence of our data 
products. When we identify 
anomalies, we communicate 
our concerns to the data 
provider for resolution at the 
source.

Data Gathering

The OFR’s data-gathering 
efforts in FY 2019 focused 
on a first data collection 
under our rulemaking 
authority. The Office will 
take in data on the two 
centrally cleared portions of 
the repo market. The data 
will be integrated with exist-
ing datasets for enhanced 
monitoring. This collection 
marks the first time that the 
OFR has gone directly to 
industry to collect financial 
market information.

New Datasets Support Analysis

The OFR has brought on two new regulatory datasets to 
strengthen our data analytics and reporting capabilities, as 
well as the breadth and depth of our data collection. 

■	 In January 2019, the OFR started to receive the 
Financial and Operational Combined Uniform Single 
Report (FOCUS), which enables the Office to assess 
potential vulnerabilities in U.S. registered broker-
dealers and in the markets they serve. 

■	 In May 2019, the OFR acquired Municipal Securities 
Rulemaking Board (MSRB) Regulatory Electronic 
Municipal Market Access (EMMA) data. These data 
allow the OFR to better monitor liquidity conditions in 
a broader set of financial markets. 
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Support of the 
FSOC and Its 
Members

As the OFR’s primary stake-
holder, the FSOC’s needs 
are key in guiding the work 
of the OFR. The Office 
supports the FSOC and its 
members by providing data, 
research, and analysis. We 
collect data from nonbank 
financial institutions at 
the request of the FSOC, 
and the Director of the 
OFR serves as a nonvoting 
member of the FSOC.

The OFR provides research 
and analysis to help the 
FSOC identify threats 
to financial stability. We 
respond to requests from 
the Council for research and 
analysis, as well as collab-
orate with FSOC members 
on research and data proj-
ects. To focus the Office’s 
research and data agen-
das, the OFR and FSOC 
Secretariat work together 
to ensure that proposed 
research and data topics, 
projects, and publications 
are consistent with the 
OFR’s mission. 

The OFR leads the FSOC 
Data Committee, which 
shares information and coor-
dinates action on data- 
related topics. The devel-
opment of the Interagency 
Data Inventory is overseen 
by the Committee. The 
Office also collects, main-
tains, and shares supervi-
sory and commercial data-
sets with the FSOC. The 
OFR has provided the FSOC 
with more than 65 datasets 
and is currently working to 
launch a system that will 
allow secure data-sharing 
between the FSOC, its 
members, and the OFR.

At the FSOC meeting held 
in March 2019, an OFR 
researcher jointly delivered 
a presentation with analysts 
from the Federal Reserve 
System on nonfinancial 
corporate credit. The 
presentation also covered 
the increasing importance 
of nonbank lenders, partic-
ularly in leveraged loans, 
and exposures of banks to 
corporate credit markets. 
For additional information 
regarding the OFR’s findings 
on nonfinancial corporate 

credit, refer to the Credit 
Risk section of this report. 

Financial 
Research Advisory 
Committee 

The OFR Financial Research 
Advisory Committee (FRAC) 
provides industry, academic, 
and government expertise 
to assist the OFR in fulfilling 
its mission. The Advisory 
Committee focuses on and 
informs the OFR’s work on 
both research and data 
issues. The FRAC consists of 
members who are experts 
in business, economics, 
finance, data science, risk 
management, and IT. 

The Advisory Committee 
meets twice each year 
and is governed accord-
ing to the Federal Advisory 
Committee Act. The agenda 
and minutes of each meet-
ing are available on the 
OFR’s public website. Since 
July 2018, the Advisory 
Committee has been issued 
specific charges, or research 
requests, that are then 
discussed at a subsequent 
FRAC meeting. The FRAC 

Support and Collaboration
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generates a responsive 
report to each charge, which 
is also published on the OFR 
website. 

In February 2019, the 
Advisory Committee deliv-
ered its reports in response 
to three charges on the 
issues of regulatory report-
ing, central counterparty 
resolution, and market 
liquidity. In July 2019, 
the Advisory Committee 
provided responses to two 
charges relating to the tran-
sition from LIBOR to SOFR 
and whether leveraged 
lending poses a risk to finan-
cial stability.

Conferences 
Cosponsored 

In FY 2019, the OFR cospon-
sored two conferences:

The OFR and University 
of Michigan’s Fourth 
Annual Financial Stability 
Conference – Functions 
and Firms: Using Activity 
and Entity-based 
Regulation to Strengthen 
the Financial System

The OFR and the University 
of Michigan’s Center 
on Finance, Law, and 
Policy hosted their fourth 
annual Financial Stability 
Conference Nov. 15-16, 
2018, at the Department of 

the Treasury in Washington, 
D.C. In 2017, Treasury 
released a series of major 
reports on core principles 
for financial regulation, 
which signaled a move 
toward an activities-based 
approach to financial stabil-
ity risk monitoring and 
regulation. Regulators, poli-
cymakers, lawyers, econo-
mists, financial institutions, 
investors, financial technol-
ogy companies, and experts 
on data science, cybersecu-
rity, and finance addressed 
the following topics during 
the two-day conference:

■	 How should regula-
tors pursue an activi-
ties-based approach 
to promoting financial 
stability? 

■	 How can our regulatory 
structure adapt to this 
approach, particularly 
given the rise of financial 
technology and emerg-
ing financial products?

■	 For an activities-based 
approach to be effec-
tive and efficient, what 
kind of data do regula-
tors need to be able to 
access?

Financial Research Advisory Committee Meetings

Feb. 28, 2019 • Department of the Treasury

The 13th meeting of the Advisory Committee, held in 
the Cash Room at Treasury Department headquarters, 
included the delivery of Advisory Committee Working 
Group reports on regulatory reporting, central coun-
terparty resolution, and market liquidity. New charges 
were issued on transitioning from LIBOR to SOFR and 
on leveraged lending as it affects financial stability.

July 11, 2019 • Federal Reserve Bank of New York

The 14th meeting of the Advisory Committee, held 
in the Benjamin Strong Room at the Federal Reserve 
Bank of New York, included the delivery of Advisory 
Committee Working Group reports on leveraged 
lending and on the transition from LIBOR to SOFR. 
Two new charges were issued on encouraging market 
discipline to enhance financial system resilience.
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■	 In addressing these 
challenges, what can we 
learn from other coun-
tries, industries, and 
academic disciplines?

The OFR and Federal 
Reserve Bank of 
Cleveland’s Annual 
Financial Stability 
Conference – Markets 
and Spillovers

The OFR and the Federal 
Reserve Bank of Cleveland 
hosted their annual Financial 
Stability Conference Nov. 
29-30, 2018, in Washington, 
D.C., which brought together 
policymakers, industry 

representatives, and schol-
ars from computer science, 
economics, engineering, 
finance, and related fields. 
The conference focused 
on advancing dialogue and 
highlighting research on the 
dynamics governing finan-
cial markets and their impli-
cations for financial stabil-
ity. Participants discussed 
the transmission channels 
for financial market disrup-
tions, the resulting spill-
overs to financial institu-
tions and other markets, 
and regulatory policies that 
may help quell or amplify 
these effects.
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Post-Reorganization Staffing, 
Growth, and Mission Focus

Organization

As a result of a reexamina-
tion of the Office’s mission, 
culture, and structure in 
the previous year, the OFR 
underwent major change 
in FY 2019, first with work-
force reshaping, resulting 
in a reduction in force in 
October 2018. Following the 
implementation of addi-
tional restructuring efforts, 
the Office began to rebuild 
through recruitment efforts 
for critical skills. 

The first OFR Director, 
Richard Berner, was 
confirmed by the Senate in 
January 2013 and left the 
Office in December 2017. 
Kenneth Phelan, Chief Risk 
Officer at the Treasury 
Department, oversaw the 
OFR in the absence of a 
Director from January 2018 
through January 2019. 
Subsequently, Michael Kipp 
Kranbuhl, as the Acting 
Assistant Secretary for 
Financial Institutions at the 
Treasury Department, over-
saw the OFR from February 
2019 through late June, 
until the Senate confirmed 
Dino Falaschetti to be the 

Director of the OFR for a 
term of six years.

The OFR’s organizational 
structure comprises three 
centers and two support 
divisions (Operations 
Division and Office of the 
Chief Counsel) to achieve 
the goals set by the Dodd-
Frank Act (see Figure 28):

1. The Data Center leads 
and supports global 
efforts to develop and 
improve data standards 
for efficiencies in report-
ing and analyzing finan-
cial data. The center also 
develops data products 
and promotes appropri-
ate data-sharing to meet 
stakeholder needs.

2. The Research and 
Analysis Center 
conducts applied and 
essential long-term 
research and analysis to 
support the stability of 
the U.S. financial system. 
The center produces 
financial stability moni-
tors, research and brief-
ings for the FSOC and 
other stakeholders, and 
evaluations of financial 
stability policies.

3. The Technology Center 
oversees OFR IT systems 
and system security, 
including an IT platform 
to support analysis with 
large-scale datasets. 
The center also acquires 
commercial, nonpublic, 
and proprietary data 
through procurements, 
provider agreements, 
and the OFR’s own 
collection activities.

4. The Operations Division 
provides expertise, 
implementation, policy, 
and oversight for orga-
nizational strategy and 
performance, budgeting, 
OFR publications, travel, 
administrative support, 
human resources, 
procurement, and 
facilities. 

5. The Office of the 
Chief Counsel, which 
reports to the Treasury 
Department’s Office 
of General Counsel, 
provides legal guidance 
on research and anal-
ysis, data acquisition 
and usage, policy initia-
tives, procurements, and 
agreements with other 
organizations. It also 
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Figure 28. OFR Organizational Chart
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coordinates the OFR’s 
responses to oversight 
bodies, such as auditors 
and Congress.

In addition, the OFR’s Office 
of the Director maintains 
relationships and commu-
nicates with a broad array 
of stakeholders, including 
Congress, industry, and 
international entities.

Workforce

The reshaping initiative 
aimed at reducing support 
positions and functions, 
while also retaining func-
tions related to the core 
OFR mission. In October 
2018, the OFR reduced its 
workforce to approximately 
110 employees through 
attrition, use of incentives 
for voluntary separation 
and early retirement, and a 
reduction in force. 

The first half of FY 2019 
focused on continued 
reshaping and post-reduc-
tion-in-force activities. In 
the second half of FY 2019, 
the Office began efforts 
to recruit for key positions 
and skills. Critical vacan-
cies included the Deputy 
Director for Operations, 
the Deputy Director for 
Technology, and the Chief 
Counsel, along with vari-
ous Researcher and IT 
positions. The Deputy 

Director for Operations 
position was filled in late FY 
2019; however, the Deputy 
Director for Technology 
and Chief Counsel posi-
tions remain vacant. Senior 
management is continuously 
reviewing the organization 
and workforce to ensure 
critical hiring needs are met. 
The Office staff totaled 96 
as of Sept. 30, 2019. Overall, 
once fully staffed (projected 
in FY 2021), the Office will 
employ up to 145 people.

Upon the appointment of 
the current OFR Director, 
Dino Falaschetti, a renewed 
focus on human capital 
strategy has emerged. The 
OFR Director is commit-
ted to building sound 
working relationships with 
employees and support-
ing team-building with 
an emphasis on public 
service. In an effort to 
improve the OFR culture 
and employee engage-
ment, the OFR Director is 
hosting small-group OFR 
Employee Lunches to iden-
tify what employees need 
to succeed and to solicit 
employee recommendations 
to further inform the OFR’s 
human capital strategy. 
Additionally, during the last 
half of FY 2019, in partner-
ship with Treasury’s Office 
of Strategic Planning and 
Performance Improvement, 
the OFR undertook a formal 

information-gathering 
process to identify concrete 
steps to improve the OFR’s 
internal coordination, 
collaboration, and overall 
functioning. 

The OFR Director’s initial 
priorities included a focus 
on security to ensure 
employee safety in the 
workplace and on manage-
ment transparency in 
conducting business. 
Through his support of 
interaction and collabora-
tion-based team-building 
in the OFR post-reduction-
in-force environment, the 
Director has communicated 
that the Office understands 
and acknowledges the 
importance and role each 
employee has in achieving 
the mission of the OFR.

Budget

The OFR obligated $58.6 
million in FY 2019 — 43 
percent for labor and 57 
percent for other expenses 
(see Figure 29). A large 
portion of the nonlabor 
figure is due to significant 
OFR expenses for data 
acquisition ($6.5 million) and 
technology software and 
hardware ($13.5 million) to 
support the OFR’s unique 
mandates.

As the OFR is an office 
within the U.S. Department 
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of the Treasury, it is over-
seen by Congress and 
government auditors. 
Since its establishment, 
the OFR has responded 
to: four audits from the 
Government Accountability 
Office and interviewed for 
another five; seven audits 
by the Treasury Inspector 
General; and one audit by 
the Council of Inspectors 
General on Financial 
Oversight and interviewed 
for another one. OFR lead-
ers have testified before 
Congress on six occasions: 
the current Director testified 
in September 2019; former 
Director Richard Berner 
testified four times as 
Director; and a former Chief 
Operating Officer testified 
once before the former 
Director’s confirmation.

Though part of the Treasury 
Department, the OFR 
is not funded by annual 
Congressional appropri-
ations, but by semiannual 
assessments from bank 
holding companies with 
total consolidated assets 
of $100 billion or more 
each and nonbank financial 
companies supervised by 
the Board of Governors of 
the Federal Reserve System.

The OFR pays the Treasury 
Department nearly $10 
million per year for support 
for OFR human resources, 

budget, travel, and acquisi-
tions activities. In addition, 
the Office pays Treasury 
more than $6 million annu-
ally for IT circuits; payroll 
services; and agency-wide 
systems for training, perfor-
mance management, and 

human resources manage-
ment. The OFR Director 
must consult with the FSOC 
Chairperson in establish-
ing the OFR budget and 
workforce.

Figure 29. OFR Funds Obligated in Fiscal Years,  
2014-19 ($ thousands)

2014 2015 2016 2017 2018 2019

Compensation 24,168 29,036 32,485 37,379 31,991 18,095

Benefits 7,968 9,507 11,322 13,054 10,932 6,860

Benefits 
to Former 
Employees

292

Labor Total 32,136 38,543 43,807 50,434 42,923 25,247

Travel 296 453 556 447 147 156

Transportation 2

Communication  
and Utilities 5,332 3,811 62 179 131 68

Printing and 
Reproduction 27 31 26 22 8 7

Other Services 23,558 25,033 35,794 31,823 26,353 26,648

Supplies and 
Materials 4,947 8,060 8,312 6,508 5,649 6,118

Equipment 16,970 8,785 5,997 3,459 679 309

Grants 320

Nonlabor Total 51,130 46,173 51,067 42,439 32,967 33,308

TOTAL 83,266 84,716 94,874 92,873 75,890 58,555

Note: Other services include rent and administrative support for human resources, 
conferences and events, facilities, and procurement.
Source: Office of Financial Research
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Glossary

10-Year, 10-Year forward 
rate

The interest rate investors expect to receive on 10-year 
Treasury securities in 10 years.

Accommodation Expansionary monetary policy in which a central bank seeks to 
lower borrowing costs for businesses and households to make 
credit more easily available.

Activities-based 
approach

An approach to examining risks to financial stability by exam-
ining a diverse range of financial products, activities, and 
practices. 

Agency mortgage 
backed-securities

Securities made up of mortgages purchased by housing finance 
agencies Fannie Mae, Freddie Mac, and Farmer Mac, or guar-
anteed by housing finance agency Ginnie Mae. The agencies 
set underwriting requirements for the loans they will purchase 
or guarantee. 

Aruoba-Diebold-Scotti 
Business Conditions 
Index

Index designed by Federal Reserve Bank of Philadelphia 
researchers to track real business conditions at high frequency 
by using a mix of economic and financial indicators. 

Attestation In an attestation engagement, a certified public account-
ant is engaged to issue or does issue an examination, review, 
or agreed-upon procedures report on subject matter, or an 
assertion about the subject matter that is the responsibility of 
another party. Under the Sarbanes-Oxley Act of 2002, inde-
pendent auditors attest to and report on public company 
managers’ assessments of internal controls over their compa-
nies’ financial reporting.

Auditor opinion Statements auditors include in their reports on company 
finances. Auditors issue adverse opinions when they have 
concerns that the statements have not been prepared along 
accepted principles or that the data supporting the statements 
have been misrepresented. They issue clean opinions when 
they find no significant exceptions to accepted accounting 
practices and disclosure requirements. Auditors issue opinions 
with an explanation for various reasons, including when they 
want to call out something that might be material. 
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Authorized participant A liquidity provider to an exchange-traded fund. When there 
is a shortage of exchange-traded fund shares in the market, 
the authorized participant creates more shares. When there is 
an excess supply of shares, the participant redeems shares to 
reduce the number of shares on the market. 

Bail-in The rescue of a failed or near-failed entity in which its creditors 
write down their claims to make the entity solvent, as opposed 
to the provision of government support.

Bank for International 
Settlements (BIS)

An international financial organization that serves central banks 
in their pursuit of monetary and financial stability, helps to 
foster international cooperation, and acts as a bank for central 
banks.

Bank holding company 
(BHC)

Any company that has direct or indirect control of one or more 
banks and is regulated and supervised by the Federal Reserve 
under the Bank Holding Company Act of 1956. BHCs may also 
own nonbanking subsidiaries such as broker-dealers and asset 
managers.

Basel Committee on 
Banking Supervision 
(BCBS)

An international forum for bank supervisors that aims to 
improve banking supervision worldwide. The BCBS devel-
ops guidelines and supervisory standards, such as standards 
on capital adequacy, the core principles for effective banking 
supervision, and recommendations for cross-border banking 
supervision. 

Basel III A comprehensive set of global regulatory standards to 
strengthen the regulation, supervision, and risk management 
of the banking sector. The reform measures include bank-level 
regulation and system-wide regulation to strengthen firms’ 
capital, liquidity, risk-management, and public disclosures to 
reduce the banking system’s vulnerability to shocks.

Blockchain Common name for cryptographic distributed ledger technol-
ogy used to record online transactions. Blockchains are the 
basis of cryptocurrencies. 

Bond duration Measure of bond sensitivity to interest rate changes, measured 
in years. Market risk rises as duration increases.

Brexit An abbreviation for “British exit,” the departure of the United 
Kingdom from the European Union.

Brokered deposit Large deposit that a bank obtains through a brokerage. These 
funds can leave the bank quickly when a competitor offers a 
higher rate. 
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Business development 
company (BDC)

Type of closed-end fund that primarily invests in small or devel-
oping companies. BDCs are often publicly traded companies 
and are regulated by the Securities and Exchange Commission.

Call report A quarterly report of a bank’s financial condition and income 
that all federally insured U.S. depository institutions must file.

Capital The difference between a firm’s assets and its liabilities, it 
represents the net worth of the firm or the firm’s equity value to 
investors. 

Capital conservation 
buffer

Additional capital banks are required to hold outside periods of 
financial stress, meant to be drawn down during times of stress. 
This buffer is meant to prevent breaches of minimum required 
capital ratios.

Capital requirement The amount of capital a bank must hold to act as a cushion 
to absorb unanticipated losses and declines in asset values 
that could otherwise cause a bank to fail. U.S. banking regu-
lators require banks to hold more high-quality, or Tier 1, 
capital against total risk-weighted assets under the Basel III 
international accord. Banks are classified as well capitalized, 
adequately capitalized, undercapitalized, significantly under-
capitalized, or critically undercapitalized based on regulators’ 
capital and leverage calculations.

Central clearing A settlement system in which securities or derivatives of a 
specific type are cleared by one entity that guarantees the 
trades, such as a clearinghouse or central counterparty. Central 
clearing is an alternative to bilateral or over-the-counter trading 
(see over-the-counter derivatives).

Central counterparty 
(CCP)

An entity that interposes itself between counterparties to 
contracts traded in one or more financial markets. A CCP 
becomes the buyer to every seller and the seller to every buyer 
to help ensure the performance of open contracts.

Clearing A system that facilitates the transfer of ownership of securities 
after they are traded. 

Clearing bank A commercial bank that facilitates payment and settlement of 
financial transactions, such as check clearing or matching trades 
between the sellers and buyers of securities and other financial 
instruments or contracts.

Clearing member A member of, or a direct participant in, a central counterparty 
that is entitled to enter into a transaction with the CCP.
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Collateral Any asset pledged by a borrower to guarantee payment of a 
debt.

Collateralized debt obli-
gations (CDO)

Securities that hold a pool of debt and are sold to investors in 
tranches with varying levels of risk. Leading up to the 2007-09 
financial crisis, many CDOs consisted of repooled residential 
mortgage-backed securities (RMBS). 

Collateralized loan obli-
gations (CLO)

Securities that hold pools of corporate loans and are sold to 
investors in tranches with varying levels of risk.

Commercial mort-
gage-backed securities 

Securities collateralized by commercial mortgages.

Commercial paper Short-term (maturity of up to 270 days), unsecured corporate 
debt.

Committee on 
Payments and Market 
Infrastructures (CPMI)

A standing committee of the Bank for International 
Settlements. Representatives are senior officials of member 
central banks. The CPMI promotes safety and efficiency of 
payment, clearing, settlement, and related activities, and it 
serves as a global standard-setting body in this area.

Comprehensive Capital 
Analysis and Review 
(CCAR)

The Federal Reserve’s annual exercise to ensure that the larg-
est U.S. bank holding companies have robust, forward-looking 
capital planning processes that account for their unique risks 
and sufficient capital for times of financial and economic stress. 
The CCAR exercise also evaluates the banks’ individual plans to 
make capital distributions such as dividend payments or stock 
repurchases. 

Concentration risk Any single exposure or group of exposures with the potential 
to produce losses large enough to threaten a financial institu-
tion’s ability to maintain its core operations.

Conditional Value-at-
Risk (CoVaR)

CoVaR indicates an institution’s contribution to systemic risk, 
calculated as the difference between value-at-risk (VaR) of the 
financial system when the firm is under distress and the VaR of 
the system when the firm is in its regular, median state.

Contingent convertible 
(CoCo) bonds

Hybrid capital securities that absorb losses in accordance with 
their contractual terms when the capital of the issuing bank 
falls below a certain level. Due to their loss-absorbing capacity, 
CoCos can be used to satisfy regulatory capital requirements.

Countercyclical capital 
buffer

A component of Basel III requiring banks to build capital buff-
ers during favorable economic periods. The buffers can be 
used to absorb losses in unfavorable periods.
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Counterparty risk The risk that the party on the other side of a contract, trade, or 
investment will default.

Covenant-lite loans Loans that do not include typical covenants to protect lend-
ers, such as requiring the borrower to deliver annual reports or 
restricting loan-to-value ratios.

Credit default swap 
(CDS)

A bilateral contract protecting against the risk of default by 
a borrower. The buyer of CDS protection makes periodic 
payments to the seller and, in return, receives a payoff if the 
borrower defaults, similar to an insurance contract. The protec-
tion buyer does not need to own the loan covered by the swap.

Credit default swap 
spread

The premium paid by the buyer of credit default swap protec-
tion to the seller.

Credit gap A metric in which the ratio of debt-to-gross domestic product 
(GDP) is measured against its statistically estimated long-run 
trend.

Credit rating agency Private company that assesses the creditworthiness of a 
company or a financial instrument.

Credit risk The risk that a borrower may default on its obligations.

Cryptocurrency Digital financial assets (cryptoassets) based on blockchain 
cryptographic technology. Bitcoin is the most widely used 
cryptocurrency. 

Current expected-cred-
it-loss (CECL) accounting 
standard

Requires financial institutions applying U.S. Generally Accepted 
Accounting Principles to hold loan loss allowances equal to 
expected credit losses for the lifetime of a loan. 

Cybersecurity 
Assessment Tool

A tool designed to complement the NIST Cybersecurity 
Framework. The Federal Financial Institutions Examination 
Council (FFIEC) developed the tool to help financial institutions 
identify and address cybersecurity risks and determine their 
level of cybersecurity maturity in addressing those risks.

Default waterfall The financial safeguards available to a central counterparty to 
cover losses arising from the default of one or more clearing 
members.

Defined-benefit pension 
plan

A plan where members’ pension benefits are determined by 
formula, usually tied to years of service and earnings during 
service. This contrasts with a defined-contribution plan such as 
a 401-K, where benefits are determined by returns on a portfo-
lio of investments.
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Derivative A financial contract whose value is derived from the perfor-
mance of underlying assets or market factors such as interest 
rates, currency exchange rates, and commodity, credit, and 
equity prices. Derivative transactions include structured debt 
obligations, swaps, futures, options, caps, floors, collars, and 
forwards.

Distress Insurance 
Premium (DIP)

A systemic risk indicator that measures the hypothetical contri-
bution a financial institution would make to an insurance 
premium that would protect the whole financial system from 
distress.

Distributed ledger 
technology

See blockchain. 

Dodd-Frank Act Short name for the Dodd-Frank Wall Street Reform and 
Consumer Protection Act of 2010, the most comprehensive 
financial reform legislation in the United States since the Great 
Depression. The Dodd-Frank Act seeks to promote financial 
stability by improving accountability in the financial system, 
adding transparency about over-the-counter (OTC) deriva-
tives markets, and protecting consumers from abusive financial 
services practices. 

Dodd-Frank Act Stress 
Test (DFAST)

Annual stress tests required by the Dodd-Frank Act for national 
banks and federal savings associations with total consoli-
dated assets of more than $250 billion. Institutions with assets 
between $100 billion and $250 billion are tested less frequently. 
A 2018 law change means banks with assets less than $100 
billion no longer go through DFAST.

Duration risk The risk associated with the sensitivity of the prices of bonds 
and other fixed-income securities to changes in the level of 
interest rates.

Economic Growth, 
Regulatory Relief and 
Consumer Protection 
Act of 2018

Law that adjusted some provisions of the Dodd-Frank Act, as 
well as instituting tax law changes.

Emerging markets Developing countries where investments are often associated 
with both higher returns and higher risk. Emerging market 
countries fall between developed markets such as the United 
States and more speculative frontier markets.

Eurozone or euro area A group of 19 European Union countries that have adopted the 
euro as their currency.
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Exchange-traded fund 
(ETF)

An investment fund whose shares are traded on an exchange. 
Because ETFs are exchange-traded products, their shares 
are continuously priced, unlike mutual funds, which offer only 
end-of-day pricing. ETFs are often designed to track an index 
or a portfolio of assets.

Fair value accounting Standards for determining fair value of an asset. Fair value is 
how much the asset could be bought or sold for at a given 
time. Fair value accounting is required or allowed for certain 
assets in financial statements and for such things as determin-
ing the worth of collateral. 

Fallen angel Bond downgraded from investment grade to non-investment 
grade.

Federal Financial 
Institutions Examination 
Council (FFIEC)

An interagency body that prescribes uniform principles, 
standards, and report forms for the federal examination of 
financial institutions. The FFIEC makes recommendations to 
promote uniformity in banking supervision. Members include 
the Federal Reserve, Federal Deposit Insurance Corporation, 
National Credit Union Administration, Office of the Comptroller 
of the Currency, Consumer Financial Protection Bureau, and a 
representative of state financial supervisors.

Federal funds (fed funds) Overnight interbank borrowing to maintain reserves at the 
Federal Reserve.

Federal funds rate Interest rate at which depository institutions lend to each other.

Federal Home Loan 
Banks (FHLBs)

Eleven U.S. government-sponsored banks that provide fund-
ing for member banks mostly through advances secured by 
mortgages.

Federal Open Market 
Committee (FOMC)

Twelve-member body within the Federal Reserve System that 
sets national monetary policy, including setting the target 
range for the federal funds rate.

Financial contagion A scenario in which financial or economic shocks initially affect 
only a few financial market participants and then spread to 
other parts of the financial system and countries in a manner 
similar to the transmission of an epidemic. Financial contagion 
can happen at both the international level and the domestic 
level.
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Financial market utility 
(FMU)

A Dodd-Frank Act-defined entity, which, subject to certain 
exclusions, is “any person that manages or operates a multilat-
eral system for the purpose of transferring, clearing, or settling 
payments, securities, or other financial transactions among 
financial institutions or between financial institutions and the 
person.”

Financial stability The condition in which the financial system can provide its 
basic functions, even under stress. Those basic functions are (1) 
credit allocation and leverage, (2) maturity transformation, (3) 
risk transfer, (4) price discovery, (5) liquidity provision, and (6) 
facilitation of payments.

Financial Stability Board 
(FSB)

An international coordinating body that monitors financial 
system developments on behalf of the Group of 20 (G-20) 
nations. The FSB was established in 2009 and is the successor 
to the Financial Stability Forum.

Financial Stability 
Oversight Council 
(FSOC)

Created by the Dodd-Frank Act, a collaborative U.S. govern-
mental body with a statutory mandate that creates collective 
accountability for identifying risks and responding to emerging 
threats to financial stability. Chaired by the Secretary of the U.S. 
Treasury, the Council consists of 10 voting members and five 
nonvoting members, including the OFR Director.

Fintech Financial technology, usually referring to firms that operate on 
technology-based business models.

Fire sale The disorderly liquidation of assets to meet margin require-
ments or other urgent cash needs. Such a sudden sell-off can 
drive prices below their fair value. The quantities sold are large 
relative to the typical volume of transactions.

Fiscal policy Use of government spending and taxes to influence the 
economy.

Form N-MFP A monthly disclosure of portfolio holdings submitted by money 
market funds to the Securities and Exchange Commission, 
which makes the information publicly available. SEC Rule 
30b1-7 established the technical and legal details of N-MFP 
filings.
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Form PF A periodic report of portfolio holdings, leverage, and risk 
management submitted by hedge funds, private equity funds, 
and related entities. The report is filed with the Securities and 
Exchange Commission and the Commodity Futures Trading 
Commission, which keep the information confidential. The 
Dodd-Frank Act mandated the reporting to help the FSOC 
monitor financial stability risks. 

Funding liquidity The availability of credit to finance the purchase of financial 
assets.

Generally Accepted 
Accounting Principles 
(GAAP)

Accounting rules published in the United States by the Financial 
Accounting Standards Board.

Global systemically 
important banks (G-SIBs)

Banks annually designated by the Basel Committee on Banking 
Supervision for having the potential to disrupt international 
financial markets. The designations are based on banks’ size, 
interconnectedness, complexity, dominance in certain busi-
nesses, and global scope.

Global systemically 
important insurers 
(G-SIIs)

Insurance companies annually designated by the Financial 
Stability Board for having the potential to disrupt international 
financial markets because of their size, market position, and 
global interconnectedness. 

Gross notional exposure 
(GNE)

A measure of total portfolio leverage, for example in a hedge 
fund. GNE is calculated as the summed absolute values of 
long and short notional positions, including both securities and 
derivatives. 

Haircut The discount at which an asset is pledged as collateral. For 
example, a $1 million bond with a 5 percent haircut would 
collateralize a $950,000 loan.

Hedge fund A pooled investment vehicle available to accredited investors 
such as wealthy individuals, banks, insurance companies, and 
trusts. Hedge funds can charge a performance fee on unreal-
ized gains, borrow more than one half of their net asset value, 
short sell assets they expect to fall in value, and trade complex 
derivative instruments that cannot be traded by mutual funds 
(see qualified hedge fund).

Hedging An investment strategy to offset the risk of a potential change 
in the value of assets, liabilities, or services. An example of 
hedging is buying an offsetting futures position in a stock, 
interest rate, or foreign currency.
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High-frequency trading The use of computerized securities trading platforms to make 
large numbers of transactions at high speeds.

High-quality liquid 
assets (HQLA)

Assets such as central bank reserves and government bonds 
that can be quickly and easily converted to cash during a stress 
period. U.S. banking regulators require large banks to hold 
HQLA to comply with the Liquidity Coverage Ratio.

High-yield debt Bonds and other financial instruments rated below investment 
grade that pay a higher interest rate than investment-grade 
securities because of the perceived credit risk; also known as 
non-investment-grade or speculative.

Incurred-loss accounting 
standard

Requires financial institutions applying U.S. Generally Accepted 
Accounting Principles to hold loan loss allowances equal to 
losses related to incurred credit impairments. 

Initial margin A percentage of the total market value of securities an investor 
must pay to purchase securities with borrowed funds.

Institutional loans When referring to the leveraged loan market, term loans origi-
nated by bank syndicates and sold to institutional investors. 

Interest rate swap A swap in which two parties swap interest rate cash flows, typi-
cally between a fixed rate and a floating rate (see swap).

Intermediation Any financial service in which a third party or intermediary 
matches lenders and investors with entrepreneurs and other 
borrowers in need of capital. Often, investors and borrowers 
do not have precisely matching needs and the intermediary’s 
capital is put at risk to transform the credit risk and maturity of 
the liabilities to meet the needs of investors.

International Monetary 
Fund (IMF)

An international organization created at the end of World War II 
to stabilize exchange rates and support international payment 
systems. The IMF provides credit to developing nations and 
those in economic distress, typically conditional on economic 
and financial reforms.

International 
Organization of 
Securities Commissions 
(IOSCO)

IOSCO is the international body for securities regulators, and is 
the recognized standard setting organization for the securities 
industry. IOSCO works closely with the G-20 forum of nations 
and the Financial Stability Board on global financial regulatory 
reforms.

Inverted yield curve When yields on long-term bonds are lower than those on short-
term bonds, the yield curve is said to be inverted. An inverted 
yield curve is seen as a sign of a possible recession.
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Investment-grade debt Securities that credit rating agencies determine carry less 
credit risk. Non-investment-grade securities, also called 
speculative-grade or high-yield debt, have lower ratings and a 
greater risk of default. 

Legal Entity Identifier 
(LEI)

A unique 20-digit alphanumeric code to identify each legal 
entity within a company that participates in global financial 
markets. 

Leverage Leverage is created when an entity enters into borrowings, 
derivatives, or other transactions resulting in investment expo-
sures that exceed equity capital.

Leverage ratio The Tier 1 (highest quality) capital of a bank divided by its total 
exposure to derivatives, securities financing transactions, and 
on- and off-balance-sheet exposures.

Leveraged loan There is no single definition of a leveraged loan. Broadly, lever-
aged loans are loans to companies with non-investment-grade 
(below BBB) ratings. Often, a leveraged loan is a loan for which 
the obligor’s post-financing leverage, as measured by debt-to-
assets, debt-to-equity, cash flow-to-total debt, or other such 
standards unique to particular industries, significantly exceeds 
industry norms. Leveraged borrowers typically have a dimin-
ished ability to adjust to unexpected events and changes in 
business conditions because of their higher ratio of total liabili-
ties to capital. 

LIBOR Interest rate at which banks can borrow from other banks in 
London wholesale markets, as measured by a daily survey. 
LIBOR was a widely used reference rate, but is being phased 
out. Formerly known as the London Interbank Offered Rate, 
now ICE LIBOR. 

Liquidity Coverage Ratio A Basel III standard to ensure that a bank maintains enough 
high-quality liquid assets to meet its anticipated liquidity needs 
for a 30-day stress period. The ratio applies to banks with $250 
billion or more in total consolidated assets or $10 billion or 
more in on-balance-sheet foreign exposure. A less-strict ratio is 
required of banks with $50 billion or more in total assets.

Liquidity risk The risk that a firm will not be able to meet its current and 
future cash flow and collateral needs, expected and unex-
pected, without materially affecting its daily operations or over-
all financial condition.

Liquidity transformation Funding illiquid assets with liquid and demandable liabilities.
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Living wills Resolution plans required of U.S. banks with $50 billion or more 
in total consolidated assets and nonbank financial compa-
nies designated by the FSOC for supervision by the Federal 
Reserve. Each living will must describe how the company could 
be resolved in a rapid, orderly way in the event of failure. 

Macroeconomic risk Risk from changes in the economy or macroeconomic policy.

Macroprudential policy Government policy promoting the stability of the financial 
system as a whole, in contrast with policy focused on individual 
markets or institutions. 

Macroprudential 
supervision

Supervision to promote the stability of the financial system as a 
whole (see microprudential supervision).

Margin call A requirement by a broker that a borrower increase the collat-
eral pledged against a loan in response to changes in the 
collateral’s value.

Margin requirement Rules governing the necessary collateral for a derivative, loan, 
or related security required to cover, in whole or in part, the 
credit risk one party poses to another.

Mark to market Accounting for the value of an asset at its current market level, 
rather than in other ways, such as historical cost. 

Market discipline The idea that markets can rein in risk through individual 
participants behaving in their own interest. This should result 
in markets pricing risk effectively and curbing excessive 
risk-taking.

Market liquidity The ability of market participants to sell large positions with 
limited price impact and low transaction costs.

Market risk The risk that an asset’s value will change due to unanticipated 
movements in market prices.

Market-making The process in which an individual or firm stands ready to buy 
and sell a particular stock, security, or other asset on a regu-
lar and continuous basis at a publicly quoted price. Market-
makers usually hold inventories of the securities in which they 
make markets. Market-making helps to keep financial markets 
efficient.

Maturity transformation Funding long-term assets with short-term liabilities. This prac-
tice creates a maturity mismatch that can pose risks when short-
term funding markets are constrained.

Metadata Data about data. Metadata include information about the struc-
ture, format, or organization of other data.
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Metadata catalog An organized way to present metadata for discovery, explora-
tion, and use of the related data.

Microprudential 
supervision

Supervision of the activities of a bank, financial firm, or other 
components of a financial system (see macroprudential 
supervision).

Monetary policy Government or central bank use of interest rates and money 
supply to affect the economy.

Money market fund A fund that typically invests in government securities, certifi-
cates of deposit, commercial paper, or other highly liquid and 
low-risk securities.

Moral hazard Term in economics for conditions where people do not guard 
against risk because they expect someone else to pay for at 
least part of the cost of that risk. 

Mortgage call report A quarterly report of mortgage activity and company informa-
tion created by state regulators and administered electronically 
through the Nationwide Mortgage Licensing System & Registry 
(NMLS).

Mutual fund A pooled investment vehicle that can invest in stocks, bonds, 
money market instruments, other securities, or cash; regulated 
by the SEC.

National Association 
of Insurance 
Commissioners (NAIC)

An organization that represents U.S. state insurance regulators. 
Through the NAIC, regulators establish accreditation standards 
and practices, conduct peer review, and coordinate their regu-
latory oversights of insurance companies.

National Institute 
of Standards and 
Technology (NIST) 
Cybersecurity 
Framework

Voluntary guidance, based on existing standards, guidelines, 
and practices, for critical infrastructure organizations to better 
manage and reduce cybersecurity risk. The framework focuses 
on using business drivers to guide cybersecurity activities and 
considering cybersecurity risks as part of an organization’s risk 
management process.

Nationally Recognized 
Statistical Rating 
Organization (NRSRO)

Credit rating agency registered with and regulated by the SEC. 

Net asset value (NAV) The value of an entity’s assets minus its liabilities. For example, 
a mutual fund calculates its NAV daily by dividing the fund’s net 
value by the number of outstanding shares.

Network model A model consisting of a set of nodes, or financial institutions, 
and a set of payment obligations linking them, to show how 
financial interconnections can amplify market movements.
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Non-investment-grade 
debt

Instruments rated below investment grade that pay a higher 
interest rate than investment-grade securities because of the 
perceived credit risk; also known as speculative or high-yield 
debt. 

Notional derivatives 
exposure

The reference amount from which contractual payments will be 
derived on a derivatives contract; generally not an amount at 
risk.

Off balance sheet Assets or entities that are not tracked on a company’s balance 
sheet. Rather, they are explained only in notes to financial 
statements. 

Operational risk The risk of loss from internal inadequacies or failures — prob-
lems of lapses by people, processes, or systems — or from 
external events. 

Option A financial contract granting the holder the right, but not the 
obligation, to engage in a future transaction on an underly-
ing security or real asset. For example, an equity call option 
provides the right, but not the obligation, for a fixed period to 
buy a block of shares at a fixed price. A put option provides the 
right, but not the obligation, to sell an asset for a fixed period 
at a fixed price.

Orderly liquidation 
authority (OLA)

Provision in Dodd-Frank Act that allows the Federal Deposit 
Insurance Corporation to unwind a large, complex financial 
institution. An OLA serves as a backup to bankruptcy court 
proceedings.

Originate To extend credit after processing a loan application. Banks, for 
example, originate mortgage loans and either hold them until 
maturity or distribute them to other financial market partici-
pants. The distribution can include a direct sale or a securitiza-
tion of a portion of the credit at the time of origination or later.

Over-the-counter (OTC) 
derivatives

Deals negotiated privately between two parties, rather than 
traded on a formal securities exchange. Unlike standard 
exchange-traded products, OTC derivatives can be tailored to 
fit specific needs, such as the effect of a foreign exchange rate 
or commodity price over a given period. 

Own Risk and Solvency 
Assessment (ORSA)

An internal process undertaken by an insurer or insurance 
group to assess the adequacy of its risk management and 
current and prospective solvency positions under normal and 
severe stress scenarios.
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Passporting Legal arrangement that allows firms from European Union 
nations to sell their services across the Union without having to 
comply with each country’s separate regulations.

Pension funded ratio The ratio of a pension plan’s assets to the present value of its 
obligations. 

Pension risk transfer The transfer of pension risk from a pension plan to another 
party, usually through insurance or annuity contracts, longevity 
swaps, or other contractual arrangements.

Price discovery The process of determining the prices of assets in the market-
place through the interactions of buyers and sellers.

Primary dealer Banks and securities broker-dealers designated by the Federal 
Reserve Bank of New York (FRBNY) to serve as trading coun-
terparties when it carries out U.S. monetary policy. Among 
other things, primary dealers are required to participate in all 
auctions of U.S. government debt and to make markets for 
the FRBNY when it transacts on behalf of its foreign official 
accountholders. A primary dealer buys government securities 
directly and can sell them to other market participants.

Prime broker Companies that provide hedge funds and other investors with 
services such as lending cash and securities.

Qualifying hedge fund Hedge fund advised by a large hedge fund adviser and with a 
net asset value (individually or in combination with any feeder 
funds, parallel funds, and/or dependent parallel managed 
accounts) of at least $500 million as of the last day of any month 
in the fiscal quarter immediately preceding the adviser’s most 
recently completed fiscal quarter. Large hedge fund advisers 
are advisers that have at least $1.5 billion in hedge fund assets 
under management.

Regulation SCI A regulation adopted by the Securities and Exchange 
Commission in November 2014. The regulation applies to enti-
ties that directly support six key securities market functions: 
(1) trading, (2) clearance and settlement, (3) order routing, (4) 
market data, (5) market regulation, and (6) market surveillance. 
The rules in Regulation SCI are designed to reduce the occur-
rence of systems issues, improve resiliency when systems prob-
lems occur, and enhance SEC oversight and enforcement of 
securities market technology infrastructure.
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Reinsurance The risk management practice of insurers to transfer some of 
their policy risk to other insurers. A second insurer, for example, 
could assume the portion of liability in return for a proportional 
amount of the premium income. 

Repo See repurchase agreement. 

Repurchase agreement 
(repo)

A transaction in which one party sells a security to another 
party and agrees to repurchase it at a certain date in the future 
at an agreed price. Banks often do this on an overnight basis as 
a form of liquidity that is similar to a collateralized loan.

Residential mort-
gage-backed securities 
(RMBS)

A security that is collateralized by a pool of residential mort-
gage loans and makes payments derived from the interest and 
principal payments on the underlying mortgage loans. 

Resilience Ability of the financial system or parts of the system to absorb 
shocks and continue to provide basic functions. 

Resolution plans Plans required of U.S. banks with $50 billion or more in total 
consolidated assets and nonbank financial companies desig-
nated by the Financial Stability Oversight Council for super-
vision by the Federal Reserve. Each plan, or living will, must 
describe how the company could be resolved in a rapid, 
orderly way in the event of failure.

Risk assets Assets that carry risk, usually risk of price changes. Such assets 
include equities, bonds, commodities, and most other invest-
ment vehicles, in contrast with U.S. Treasury securities, which 
are generally considered safe.

Risk management The business and regulatory practice of identifying and meas-
uring risks and developing strategies and procedures to limit 
them. Categories of risk include credit, market, liquidity, opera-
tions, model, and regulatory.

Risk retention Under the Dodd-Frank Act, a requirement that issuers of asset-
backed securities must retain at least 5 percent of the credit 
risk of the assets collateralizing the securities. The regulation 
also prohibits a securitizer from directly or indirectly hedging 
the credit risk.

Risk-based capital Amount of capital a financial institution holds to protect against 
losses. It is based on the risk weighting of different asset 
categories.

Risk-weighted assets Bank assets or off-balance-sheet exposures weighted according 
to risk. This asset measure is used to determine a bank’s regula-
tory capital requirements.
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Runnable funding Funds that can be withdrawn from a financial institution on 
short notice. Uninsured bank deposits, money market fund 
holdings, commercial paper, and repurchase agreements are 
among runnable sources of funding. 

Run risk The risk that investors lose confidence in a market participant 
because of concerns about counterparties, collateral, solvency, 
or related issues and respond by pulling back their funding or 
demanding more margin or collateral.

Sarbanes-Oxley Act of 
2002

Law aimed at curbing corporate fraud exposed in several finan-
cial scandals, including those at Enron and WorldCom. The law 
laid out numerous accounting and accountability requirements 
for companies, managers, and accountants.

Search for yield (reach 
for yield)

The practice of accepting greater risks in hopes of earning 
higher than average returns.

Secured Overnight 
Financing Rate (SOFR)

Interest rate benchmark used as an alternative to LIBOR to 
set rates on financial products such as mortgages. The SOFR, 
which is based on repurchase agreement (repo) rates, reflects 
the general cost of large banks’ borrowing that is not backed 
by collateral. The OFR’s repo data collection supports the 
production of the SOFR. 

Securities financing The transfer or lending of securities from one party to another. 
A borrower of securities puts up collateral in the form of shares, 
bonds, or cash and is obliged to return the securities on 
demand. These transactions provide liquidity in the market.

Securities lending/ 
borrowing

The temporary transfer of securities from one party to another 
for a specified fee and time period in exchange for collateral in 
the form of cash or securities.

Securitization A financial transaction in which assets such as mortgage loans 
are pooled, securities representing interests in the pool are 
issued, and proceeds from the underlying pooled assets are 
used to service and repay the securities.

Settlement The process of transferring securities and settling by book 
entry according to a set of exchange rules. Some settlement 
systems can include institutional arrangements for confirmation, 
clearance, and settlement of securities trades and safekeeping 
of securities.

Shadow banking Credit intermediation performed by nonbank companies 
or financed by runnable liabilities without a government 
guarantee. 
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Shock A sudden change in the financial system or economy that can 
stress the financial system. 

Skin in the game The risk of monetary loss from an activity to an individual or 
organization because its own money funded the activity. For 
example, a central counterparty has skin in the game because it 
contributes to its default waterfall.

Special-purpose entity 
(SPE)

Off-balance-sheet legal and accounting entity; also known as a 
variable-interest entity. 

Speculative-grade debt See high-yield debt.

Spread The difference in yields between private debt instruments and 
government securities of comparable maturity. The spread can 
be used as one of many indicators of financial stability. 

SRISK A systemic risk indicator based on the capital that a firm is 
expected to need if there is another financial crisis; short for 
“systemic risk.”

Stable net asset value A characteristic of some money market funds in which the value 
of a single share remains the same, usually $1, even when the 
value of the underlying assets shifts.

Stablecoin Variety of cryptocurrency that seeks to maintain a fixed value 
backed by reserves. 

Stress test An exercise that shocks asset prices by a prespecified amount, 
sometimes along with other financial and economic variables, 
to observe the effect on financial institutions or markets. Under 
the Dodd-Frank Act, banking regulators run annual stress tests 
of the biggest U.S. bank holding companies. 

Supplementary leverage 
ratio

Under Basel III, the ratio of a bank’s Tier 1 (high-quality) capi-
tal to its total leverage exposure, which includes all on-bal-
ance-sheet assets and many off-balance-sheet exposures. U.S. 
regulators require a 3 percent ratio for most banks with $250 
billion or more in consolidated assets or $10 billion or more in 
foreign exposures. The eight large U.S. banks designated as 
global systemically important banks by the Financial Stability 
Board must maintain a ratio of 5 percent.

Swap An exchange of cash flows agreed by two parties with defined 
terms over a fixed period.

Swap Data Repository 
(SDR)

A central recordkeeping facility that collects and maintains 
a database of swap transaction terms, conditions, and other 
information. In some countries, SDRs are referred to as trade 
repositories.
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Swap execution facility Under the Dodd-Frank Act, a trading platform market partic-
ipants use to execute and trade swaps by accepting bids and 
offers made by other participants.

Society for Worldwide 
Interbank Financial 
Telecommunications 
(SWIFT)

Provides messaging services and interface software between 
wholesale financial institutions. SWIFT is organized as a cooper-
ative owned by its members.

Syndicated loans Financing provided by a group of lenders. 

Systemic risk Risk to systemwide financial stability. 

Systemic risk indicators Cross-sectional measures of the risks financial firms may pose 
to the financial system.

Tail risk The low-probability risk of an extreme event moving an asset 
price.

TED spread Difference between three-month U.S. dollar LIBOR and 
Treasury bill rates. 

Tier 1 Capital Ratio and 
Common Equity Tier 1 
Capital Ratio

Two measurements comparing a bank’s capital to its risk-
weighted assets to show its ability to absorb unexpected 
losses. Tier 1 capital includes common stock, preferred stock, 
and retained earnings. Common Equity Tier 1 capital excludes 
preferred stock. 

Total Loss-Absorbing 
Capacity (TLAC)

A mix of long-term debt and equity that global systemi-
cally important bank holding companies would be required 
under recent proposals to hold sufficient to absorb losses and 
implement an orderly resolution without resorting to taxpay-
er-funded bailouts or extraordinary government measures.

Tranche From the French “slice,” a portion of a securitized asset pool. 

Triparty repo A repurchase agreement in which a third party, such as a clear-
ing bank, acts as an intermediary for the exchange of cash and 
collateral between two counterparties. In addition to providing 
operational services to participants, agents in the U.S. triparty 
repo market extend intraday credit to facilitate settlement of 
triparty repos.

Value-at-Risk (VaR) A tool for market risk management that measures the risk of 
loss of a portfolio. The VaR projects the maximum expected 
loss for a given time horizon and probability. For example, 
the VaR over 10 days and with 99 percent certainty measures 
the most one would expect to lose over a 10-day period, 99 
percent of the time.
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Variable annuity A tax-deferred insurance company contract where the owner 
can choose investment options whose values fluctuate with the 
underlying securities, much like mutual funds. Variable annuities 
may also include minimum guarantees, which may exceed the 
value of the investment accounts.

Variable-interest entity See special-purpose entity.

Variation margin Payment made by clearing members to the clearinghouse 
based on price movements of the contracts these members 
hold.

VIX Chicago Board Option Exchange (CBOE) Volatility Index, a 
measure of 30-day expected volatility in the U.S. stock market.

Volcker Rule Provision of Dodd-Frank Act that bans proprietary trading of 
corporate bonds and other types of securities by commercial 
banks and their affiliates, with some exceptions.

Vulnerabilities Underlying weaknesses that can disrupt the financial system in 
the future.

Wholesale funding Funding provided by federal funds borrowing, repurchase 
agreements, foreign deposits, brokered deposits, and other 
short-term borrowing. Wholesale funding is considered less 
stable than funding provided by core deposits. 

Yield curve Graphical representation of the relationship between bond 
yields and their respective maturities. Generally, the curve 
slants up because longer-term bonds have higher yields than 
short-term debt securities. When that relationship does not 
hold, the yield curve is said to be inverted. 
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